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Executive summary

1. Since the New York terrorist attacks in September 2001, border control is increasingly shaped by security considerations. This paper concentrates on the implications of this trend for the enjoyment of human rights protection by third-country nationals that seek to enter or have already gained access to European Union territory. The integration in the common border policy of threat assessments and risk analyses together with information gathering and sharing through the use of advanced technology has contributed to the perception that cross-border movements,  and, in particular (potential) irregular immigration are closely related to serious criminality, including terrorism. 
2. In the development of a common border policy, the EU, together with its Member States, should ensure that control and surveillance over the external frontiers are implemented in full compliance with legally binding international and European human rights standards. This should include operations aimed at diverting “illegal immigration” when conducted beyond EU external borders and when carried out in cooperation with third countries.

3. The legal mandate of the EU Border Control Agency, Frontex, should be clearly defined, in particular as regards the Agency’s competencies and corresponding responsibilities. Any coordination of or other involvement in border control operations by Frontex should be governed by clear guidelines which ensure respect for the principle of non-refoulement, including chain-refoulement, and the right to a fair and effective asylum procedure for any person claiming an international protection need.
4. The integration of internal security aspects in EU border policy also affects the processing of personal data on third-country nationals. Such data are stored in centralised EU-operated databases and were originally collected for primarily immigration-related purposes. Promotion of access to sensitive personal immigration data, including fingerprints, by law enforcement authorities for purposes including the prevention of and fight against terrorism implies that non-EU citizens form a suspect category in itself. This raises serious questions concerning the legitimacy, including necessity and proportionality of the measure under data protection principles inherent in the right to privacy. It may, in addition, have serious implications for the principle of non-discrimination.

5. Trends towards “interoperability” between EU-operated databases should be accompanied by the establishment of a comprehensive, specific and legally binding data protection framework with adequate safeguards to cover risks related to the large scale storage and use of personal data. The more authorities have access to sensitive personal information, the greater the risks of abuse, misuse, leaks and loss of data. This may have serious consequences, including with regard to the prohibition of torture and the principle of non-refoulement, if data on refugees and asylum-seekers reach authorities in their countries of origin.
6. Applying systematically EU carrier sanctions regime on international carriers may obstruct refugees and asylum-seekers in seeking protection in the EU. Trends toward the extension of the carrier sanctions regime to include the transfer of passenger data to national authorities, including for counter-terrorism purposes, raise serious questions from the perspective of data protection principles.   Refugee protection is further marginalilzed, while adding to the perception that cross-border movements are closely linked with criminality.
Border control and internal security in the European Union – information, technology and human rights implications for third-country nationals

1. Introduction
Since the New York terrorist attacks on 11 September 2001 and subsequent events on European soil in 2004 and 2005, border policy is increasingly shaped by internal security considerations.
 At the level of the European Union, the shift from border “control” to border “security” can be discerned in the construction of a common Integrated Border Management (IBM) strategy,
 which addresses the issue of “illegal” immigration to a significant extent,
 but also included the fight against terrorism among the original purposes for which a “better management of the Union’s external border controls” was to be developed.
 This strategy has been characterized as one that relies on the management of risk and threat together with the exchange of information and the use of technology “as the most efficient ‘solution’ to guarantee a secured European border”.
 It appears explicitly from the multi-annual Hague programme, which set out the policy milestones within the field of Freedom, Security and Justice for the period of 2004-2009, that these same elements not only serve the management of migration flows, but will also contribute to the common fight against terrorism in Europe.

This paper will focus on elements, including the use of surveillance and technology, that are strongly connected to security initiatives and in particular the prevention and fight against terrorism, but that have at the same time had an impact on the recent implementation of the common EU border policy. The aim is to highlight a tendency to knit together criminality and (irregular) immigration within the context of the Member States’ common efforts to manage the external borders. For that purpose the paper will concentrate, firstly, on aspects of the EU Border Control Agency FRONTEX, particularly as concerns the impact on interception activities in the Mediterranean Sea, secondly, the processing of personal immigration data and, thirdly, measures related to the privatization of border controls, including the common carrier sanctions regime. 
At the core of the analysis is the question of whether and to what extent the level of rights protection to be enjoyed by non-EU citizens, that is, third-country nationals, is affected by the integration of counter-terrorism elements into the common legal border control framework. With regard to Frontex, it will be argued in Part 2 of this paper that, although the Agency finds its legal basis in the EU First Pillar, it nonetheless carries strong influences from the Third Pillar, under which Police and Judicial Cooperation in criminal matters falls. These circumstances primarily affect the transparency and accountability of Frontex’s work, but also generate a discourse in which “the fight against illegal immigration” triggers measures that are similar to those used for the combating of crime. The problem is not purely academic, but may have serious implications for the protection of human and refugee rights of third-country nationals in particular where border control is carried out beyond the external borders of the EU. Concerning the use of immigration data, the primary objective in Part 3 is to address the evolution of centralized EU-operated immigration information systems into investigative tools that may now be searched for the purpose of fighting terrorism and other serious criminality. While technological developments, through e.g. the use of biometrics, certainly allow for increased surveillance over individuals, it will be stressed that the purposes for which data may be processed are restricted by the right to privacy and most notably data protection principles. The main question concerns whether it is legitimate to treat third-country nationals as a category that is per se subject to suspicion. In addition, it will be argued that processing immigration data on a large scale in the absence of a comprehensive legal data protection framework may have serious consequences for the enjoyment of other fundamental rights apart from those relating to the right to privacy. Again, this includes the principle of non-refoulement.  Finally, in returning to old concerns primarily related to refugee protection in the implementation of the EU carrier sanctions regime, Part 4 of the paper aims to shed light on how the introduction of counter-terrorism objectives in this specific context appears to further blur a strict distinction between immigration and criminality, through the obligation on private carriers to transmit passengers’ data to national authorities in the country of destination.
Although this paper focuses on developments following the 9/11, the common concern of guarding EU external borders should also be considered against the background of the purely intergovernmental Schengen system. Within this framework, participating states perceived enhanced control over the external borders as compensatory measures and a condition for the abolition of the internal borders of those same states. Despite the fact that Schengen, through the conclusion of the Amsterdam Treaty in 1997, was integrated into the EC and EU Treaties,
 the intergovernmental method of cooperation still appears to affect the implementation and development of the Schengen acquis. As a result, this framework suffers from insufficient transparency and complex, sometimes vaguely formulated, legal provisions.
 
2. Common border control and surveillance in the Mediterranean – third pillar influences in first pillar measures
2.1. Background

Calls at the EU-level for more effective prevention of “illegal” immigration alongside the growing perception of a nexus between cross-border movement and crime
 have contributed to a certain degree of “militarization“ in the context of border control activities, particularly in the area surrounding the Mediterranean Sea. This includes the involvement of paramilitary police and military security forces as well as increasing deployment of sophisticated military-style surveillance technology for the detection of boats and ships that are suspected of carrying undocumented immigrants to the shores of the EU. 
 Efforts to guard EU external frontiers are carried out through strengthened cooperation between Member States and enhanced relations with non-EU countries.
 However, as frequently stressed in the criticism of the bilateral arrangements between Libya and Italy
 and the evolving cooperation between the former and the EU,
 the predominant focus on border control measures in this context appears to have sidelined a clearly formulated human rights agenda, which many perceive should inform the conduct of negotiations.
 Considering, on the one hand, the importance of cooperation with third countries for the realization of the IBM,
 and, on the other hand, the tendency to move the surveillance further outwards from the physical border, sometimes even onto the territories of third countries,
 one may rightly describe the policy as one that essentially aims at making the border unreachable for those who lack proper documentation.
 Such “externalization” of border control activities may have alarming consequences for human rights protection, in particular as regards the principle of non-refoulement of third-country nationals seeking to enter the EU.
2.2. The EU Border Control Agency

The EU Border Control Agency, Frontex,
 forms a constitutive part of the common border management strategy. Its human as well as financial resources have been generously increased since it began operating in May, 2005.
 The Agency focuses almost exclusively on movements of persons and is to a considerable degree involved in operations aimed at preventing irregular immigration at the EU external maritime borders.
 Among the primary tasks of the Agency is the coordination of operational cooperation between Member States in the field of border control and surveillance, but it may also take the initiative for joint operations and projects.
 With regard to Frontex’s mandate, the legal framework reflects an attempt to compromise between a purely national approach, on the one hand, and a fully independent operational body, on the other.
 Article 1 of the Agency’s founding Regulation makes clear that “responsibility for the control and surveillance of external borders lies with the Member States”. However, the provisions do not explicitly exclude the possibility for operational powers
 and the main controversy surrounding the activities of Frontex relates to vagueness in the scope of its competencies and (human rights) responsibilities.
 The ambiguity is further strengthened by Regulation 863/2007,
 which amended Frontex’s founding document and created the Rapid Borders Intervention Teams (RABITs) “for the purposes of providing rapid operational assistance [...] to a requesting Member State facing a situation of urgent and exceptional pressure, especially the arrival at points of the external borders of large number of third-country nationals trying to enter the territory of the Member State illegally”.
 RABIT teams deployed to these kind of emergency border operations are assigned wide-ranging tasks and given powers of surveillance and to make checks,
 that might seem to go beyond mere coordination.
 Moreover, Frontex has a significant role in decision-making prior to the interventions, while Member States whose officials are put at the disposal of Frontex for this purpose appear to have little, if any, say in the participation of their border guards in an operation taking place in a country other than their own.

The legal ambiguity relating to the precise powers of the Agency can also be linked to a failure to keep separate border control measures addressing the transnational movement of people, on the one hand, and activities of crime-prevention typically falling under the EU Third Pillar, on the other. The Agency has been assigned tasks of “supporting the activities against international terrorism by means of border control”
 and the EU Declaration of Combating Terrorism also makes reference to Frontex in the list of measures that are considered relevant for securing borders.
 Incidentally, it is rather striking that NATO has become involved in activities that relate to immigration control in the course of counter-terrorism operations conducted in the Mediterranean.

It has been argued that the choice of an agency as the proper model for institutionalisation of the EU border policy in conjunction with the lack of a precise delimitation of its operational powers brings Frontex closer to third pillar institutions, such as the Europol and Eurojust agencies.
 Interesting for the analysis is the observation that agency-building is particularly suitable to sensitive matters, including terrorism and organized crime, that fall within the security paradigm created by the area of freedom, security and justice. The creation of agencies can be understood as a response to calls for efficiency, which in the specific context of the EU Third Pillar is often connected to remote technocratic decision-making and secrecy.
 As a consequence, “agencification”
 is not automatically in compliance with high standards of transparency and democratic accountability. Although Frontex is a First Pillar institution, a similar pattern can be discerned within the framework of its activities.
 While the Agency certainly operates in a legally underspecified context, one has to keep in mind that the driving force behind its establishment is the high priority given at EU level to the protection of EU’s external frontiers and the agreement between Member States on common, albeit broad, policy objectives in this field. These circumstances, as pointed out by Pollak and Slominski, has given Frontex more room for manoeuvre when developing new policy solutions and contributing to trust-building between Member States in highly sensitive areas. At the same time, however, this kind of “experimentalist approach” challenges established channels of accountability, which in the case of Frontex is exemplified by the reduced role of the European Parliament as well as the European Court of Justice in terms of information and control.
 
Following this argument, it is of no coincidence that Frontex’s activities of information gathering and knowledge are surrounded by confidentiality. Although the Agency produces threat assessments and risk analyses that primarily serve as the basis for the prevention of irregular immigration within the context of its own operations, Frontex cooperates with Europol
 and has also contributed to its Organized Crime Threat Assessment Report.
 The development of risk analyses is a central aspect of Frontex’s mandate
 and they provide the foundation for the Agency’s operational action.
 Considering the sensitivity of migration control to rights protection, it is highly problematic that these documents, including the reports evaluating the coordinated operations, are not publicly accessible or subject to scrutiny in the European Parliament. This evidently and seriously affects the possibilities for contesting and ultimately holding democratically accountable the very source legitimizing the operations.
 Furthermore, it has been pointed out that in this regard Frontex follows a certain tendency, already established by European security agencies and services, to rely increasingly on the predictive nature of risk and threat research. As a consequence, involvement on the part of an EU institution in situations where rights and freedoms can be violated may materialize on the basis of a purely hypothetical scenario.
 
2.3. Applicable EC law in the context of rights protection during interception at sea
Controversies surrounding the competencies and the democratic accountability of Frontex’s staff become particularly problematic in light of the externalizing elements that are inherent in EU’s border policy as it is currently framed. This is primarily related to the diverging opinions on whether and to what extent state actions within the field of border control are restricted by international human rights standards when carried out beyond the borders of a state’s territory. However, the over-prevention of mobility outside the EU external borders appears to be based on a presupposition of illegality, which in itself runs the risk of preventing the full respect for human rights.
 The problem is highly visible in the form of pre-border control taking the form of interception measures carried out on the high seas or within the territorial waters of third states and is particularly connected to the lack of proper mechanisms for distinguishing between refugees and non-refugees in anticipation of sending intercepted people back.
 Seen from this perspective, the problem is that Frontex, particularly through its coordinating role in joint operations, becomes involved in, or even facilitates, highly contestable activities.
 Despite this fact, the founding Regulation includes no reference to the principle of non-refoulement or any guidelines on how the coordination of operations should be carried out so as to ensure compliance with European and international human rights obligations.
 Doubts have been expressed at EU-level concerning the extent of state obligations with respect to the prohibition of refoulement in the course of interception activities,
 and while some Member States, at least on the political level, explicitly limit to their territorial waters the obligation not to return people seeking international protection, others maintain that they lack jurisdiction when acting outside their territorial waters.
 In the summer of 2009 Italian authorities returned a considerable number of people to Libya without proper assessment of their protection needs after those individuals were intercepted on the high seas with the involvement of Frontex.

However, the implementation of border control by EU Member States, sometimes with Frontex’s involvement, builds on the Schengen aqcuis and is subject to secondary and primary legislation under EU law as well as international human rights standards.
 As far as secondary legislation is concerned, border control and surveillance must be implemented in accordance with the Schengen Borders Code.
 The Code establishes that immigration controls are to be carried out without prejudice to the rights of refugees and persons seeking international protection, especially with regard to non-refoulement.
 Arguably, the Code is also applicable beyond the EU external borders and therefore international and regional human rights standards, explicitly referred to in Article 3(b) are binding irrespective of where border control takes place.
 Unfortunately, however, the provisions do not provide any explicit guidelines concerning the specific responsibilities that come into play in the case of pre-border checks. Furthermore, while providing for a right to appeal in cases of refusal of entry, there is no obligation to suspend immigration proceedings upon such an appeal.
 The Asylum Procedures Directive, on the other hand, clarifies to some extent the question concerning the procedural guarantees to be granted persons that seek international protection.
 The Directive, however, is only binding in relation to border control activities that are carried out in the territorial waters of an EU Member State, since its Article 3(1) confines the Member States’ obligation to accept applications for asylum to those which are “made in the territory, including at the border or in the transit zones of the Member States”. Furthermore, the special procedure allowed in cases where an asylum application is filed at the border or in the transit zone,
 has been strongly criticized for lowering the standards set by the Directive below the level that is established by international and regional human rights law. This criticism includes the lack of guarantees in Article 39 of the Directive for the suspensive effect of an appeal, including the right to stay in the territory until a decision has been reached.

2.4. Applicable regional and international human rights law
For reasons presented below, however, Member States are bound by the principle of non-refoulement, including the prohibition of “chain refoulement”, under international human rights law even when carrying out interception activities that extend to the territorial waters of a third state, to the extent that the measure involves a certain degree of control over those intercepted.
 This in turn implies a positive obligation to provide any intercepted person claiming a fear of persecution with access to fair and effective procedures on the territory of the intercepting state prior to return.
 With reference to the prohibition of refoulement under the 1951 Convention relating to the Status of Refugees,
 it is by now relatively undisputed that Article 33(1) - which prohibits the return of refugees “in any manner whatsoever” to the frontiers of territories where they may be persecuted, including by way of extradition, deportation, or rejection at the frontier - is extraterritorially applicable
 in so far as the third state in question is not the country of origin.
 Article 3 of the European Convention on Human Rights (ECHR) includes a prohibition on sending people to places where they would be at real risk of being subjected to torture or inhuman or degrading treatment. The jurisprudence of the European Court of Human Rights (ECtHR) confirms the extraterritorial applicability of the principle of non-refoulement, in so far as it clearly supports the interpretation that obligations and corresponding responsibilities under ECHR arise when connected to the existence of legal jurisdiction and effective control over persons.
 Of particular relevance for the determination of state responsibility, including the obligation to grant procedural guarantees, is the prohibition on circumvention of human rights as established in Issa v. Turkey, according to which “accountability […] cannot be interpreted so as to allow a State party to perpetrate violations of the Convention on the territory of another State, which it could not perpetrate on its own territory”.
 Likewise, the International Covenant for Civil and Political Rights (ICCPR), including Article 7 on the absolute prohibition against torture, is applicable extraterritorially.
 
3. Reinforcing internal security through electronic surveillance over third-country nationals – the use of immigration data for the purpose of fighting terrorism

3.1. Background

Data and communication systems are considered a cornerstone of the IBM strategy and indispensible for the coordination of border matters.
 As a logical consequence of the increasing emphasis on border security, the functions and purposes of this information network have been affected by the effort to detect potential terrorists as early as possible. The legal framework on the processing of personal immigration data in centralised EU information systems will be elaborated on below with specific regard to the Schengen Information System (SIS/SIS II), the Visa Information System (VIS) and Eurodac. While biometric data has been introduced as identifiers both in travel documents and as part of the personal information that is collected and stored in centralized European databases, initiatives have been taken towards enhanced interoperability of SIS II, VIS and Eurodac, including the promotion of increased availability of these systems to law enforcement agencies, in order to exploit their added value in the prevention and fight against terrorism.

 3.2. Developments leading toward the second generation Schengen Information System

Within the framework of the Schengen cooperation, compensatory measures at the common external borders serve the purpose of reducing as much as possible the negative effects connected to the abolition of the internal borders. In this context, the Schengen Information System (SIS) plays a central role.
 The purpose of the system, which enables the electronic sharing of data between the Member States, is, inter alia, to maintain “public policy and public security, including national security”
 and relates to immigration regulation as well as to assisting in police and judicial cooperation.
 Most of the personal information stored in the database concerns third-country nationals to be refused entry. The grounds for refusing entry concern public policy, public security or national security or failure to comply with national immigration law.
 The original SIS rules specify the authorities that have access to data entered in the database
 and explicitly establish that “users may only search data which they require for the performance of their tasks”.
 Furthermore, data shall only be used for the purposes laid down for each category of alert, which means that the use of information relating to third-country nationals to be refused entry is allowed for that specific purpose only.

The development of the so-called second generation SIS (SIS II) is primarily connected to the enlargement of the EU. However, SIS II significantly responds to the need to introduce new functions relating to the fight against terrorism.
 Following an agreement to introduce new functionalities, including the possibility of entering biometric data with the aim of “ensuring greater effectiveness in combating terrorism”,
 a decision was taken in 2003 to instruct IT companies to design the SIS II to allow for new requirements as necessary.
 Having amended the rules governing SIS in 2004 and 2005,
 Member States adopted a Regulation on SIS II in 2006,
 which provides for entering biometric data, including photographs and fingerprints into the system. According to Article 22(b) of the SIS II-Regulation, such data will only be allowed for verification purposes, that is, “to confirm the identity of a third-country national who has been located as a result of an alphanumeric search made in SIS II”.
 On the other hand, the next paragraph of Article 22 anticipates the application of biometrics as sole identifiers “as soon as this becomes technically possible”. No further vote is required for the application of this functionality, which implies so called one-to-many searches, that is, the possibility to compare one set of biometric data to the biometric data on all persons registered in the database.
 The controversies connected to the possibility of trawling through all data stored in the database, as opposed to “one-to-one” searches, where data can only be compared to a specific set of information registered on one or a specified number of persons in the database will be referred to later.
Explicit proposals have been presented with a view to granting national internal security and intelligence agencies access to data on third-country nationals to be refused entry stored in SIS II for the purpose of fighting terrorism.
 Although such proposals were firmly opposed by the European Parliament, Article 27(1) and (2) of the SIS II-Regulation now stipulates that third-country national information, in addition to border control authorities and other police and customs checks carried out within the Member States concerned, may be granted to designated authorities coordinating such checks, and to national judicial authorities as well as their coordinating authorities. The vaguely formulated description of authorities to which immigration data is available is problematic when one considers the discretion given to Member States in entering alerts on third-country nationals to be refused entry on crime-related grounds. The SIS II-Regulation establishes an obligation to enter alerts where certain conditions are met, but the relevant provisions are non-exhaustive and clear criteria in this regard are not easily available.
 The threshold for entering alerts in cases where there are “clear indications” of an intention to commit serious criminal offences on the territory of a contracting party is also relatively low.
 Furthermore, and with regard to the application of data protection standards within the context of SIS II,
 the rules do not clearly indicate at what point in time a data subject is to be informed of the processing of his or her personal data within the system.
 Information, including that concerning the purposes of the data processing, the recipients of the data, the existence of the rights of access and rectification, is obviously crucial for the right to appeal an entry in the database, as provided for by Article 43. For the same reason, the grounds for restricting the right to information in Article 42(2)(c)
 should have been exhaustive, which is unfortunately not the case.
 

3.3. The Visa Information System
The Visa Information System (VIS)
 will store data, including photographs and fingerprints, on third-country nationals subject to the EU visa requirement. Such data will be entered when an application for a visa in an EU Member State is filed, and in the case of requested, issued, refused, annulled, revoked or extended visas.
 Each file is to be retained for a maximum of five years.
 The database is to be used and accessed primarily by visa authorities in their examination of visa applications and in relation to possible previous applications, but the rules governing VIS also provide for access by a number of other authorities, including in connection with the fight against terrorism.
 Subject to the criteria of the risk of “illegal” immigration, threats to internal security and the feasibility of collecting biometrics, the first region to be subject to the implementation of the VIS is North Africa and the Near East.
 
The commitment to establish a Visa Information System at the EU-level is a direct consequence of the 2001 terrorist attacks in New York.
 Whereas the overall purpose of the system is to improve the implementation of the common visa policy, VIS is also “to contribute to the prevention of threats to the internal security of any of the Member States”.
 The original proposal did not stipulate police access to the database.  However, a Decision proposal to that effect was tabled in November 2005.
 Following negotiations between the Council and the European Parliament, a bridging clause to the Decision
 in question was inserted into the 2008 Regulation on VIS, which provides for access to the database by “designated authorities of the Member States” (cf. Article 27(1) of the SIS II-Regulation, as referred to above) in accordance with Article 3. Such access is granted on the basis of a “reasoned written or electronic request” in cases where “there are reasonable grounds to consider that consultation of VIS data will substantially contribute to the prevention, detection or investigation of terrorist offences and of other serious criminal offences”.
 The next paragraph of Article 3, however, establishes access in “exceptional cases of urgency”.  However, the verification of whether all conditions for access are fulfilled, including whether an exceptional case of urgency existed, may take place only ex-post.
 As pointed out by Brouwer, the use of the term “designated authorities” in Article 3, while still referring to internal security agencies, now carries the risk of including every agency or authority Member States wish to be granted access to the VIS.
 On the other hand, the inclusion of the bridging clause in the Regulation ensures that any decision to amend the key conditions on access in this regard is subject to the co-decision procedure.

Transfer of data to third countries or international organizations when obtained from the VIS under the procedure referred to above is, in principle, prohibited.
 In exceptional cases only and subject to the consent of the Member State entering the data, such transfer is allowed “exclusively for the purposes of the prevention and detection of terrorist offences and other serious criminal offences”. There is, however, no requirement to ensure that adequate data protection standards in third countries apply. 

Lastly, VIS is to operate on a common technical platform with SIS II,
 which, as revealed in a 2003 Commission Communication on the establishment of SIS II, is related to budgetary issues; however, the two systems, including access to the data stored in them, are supposed to remain separate.
 With reference to the Communication on enhanced interoperability between EU databases, as referred to earlier, the development of such database systems nonetheless seems to promote the more extended sharing and use of data stored in different databases.

3.4. Eurodac

The Eurodac database began functioning on 15 January 2003.
 The system stores fingerprints of all persons aged 14 and over who have applied for asylum in one of the Member States. The data are stored for a maximum period of 10 years. While the system also serves to register or detect irregular immigrants,
 the primary purpose of Eurodac is to facilitate the establishment of a single Member State that is to be responsible for examining an asylum application filed in one of the Member States.
 While the system seeks to prevent the problem of “refugees in orbit” by seeking to guarantee that each asylum application lodged within the EU territory is examined by at least one Member State, it also aims to prevent the practice of so called “asylum shopping” whereby multiple asylum applications are filed by the same individual in one or several Member States.
 

In principle only national asylum authorities have access to Eurodac.
 However, following the 2006 G6 Ministers of Interior meeting in Heiligendamm,
 the Commission was invited to present a proposal for the amendment of the Eurodac Regulation with a view toward enabling Member States’ police and law enforcement authorities to have access to the database for the purpose of preventing and fighting terrorism.
 In September 2009, the proposal for a Decision amending the Eurodac rules on access to the database was adopted.
 The controversy over this initiative was, in fact, foreseen as early as 1993 during negotiations to establish the database, when the Legal Service of the Council explicitly pointed out that the system should not be used for other purposes, such as the “functioning of other international instruments” or “starting criminal investigations against asylum seekers”.
 However, the 2009 proposal now sets out conditions
 for the comparison on the part of “designated authorities” of fingerprint data with those stored in the Eurodac central database that is carried out for the purpose of preventing, detecting or investigating terrorist offences or other serious criminal offences. The conditions are similar to those provided for in the VIS-Regulation as referred to above. Article 12 of the proposal contains a prohibition against transfers of data to third countries or to international bodies or private parties within or outside the EU that is without exceptions, in contrast to the provision regarding VIS.
Incidentally, a reference should be made to the procedure of age-assessment applied to young asylum-seekers when seeking to determine whether their fingerprints are to be stored in Eurodac. While there are obvious ethical aspects in subjecting children who may have experienced persecution to invasive and potentially traumatizing medical examinations, which some scientific sources even consider potentially harmful, other problems arise with regard to the reliability and accuracy of some of the techniques used. Leaving further elaboration on these aspects aside, the point to be made is that the tendency in some Member States to rely uncritically upon medical examinations while ascribing asylum-seekers’ own declarations little importance has unfortunately been linked to a general shift toward treating them as suspect immigrants rather than children.

3.5. Data protection concerns

The recent developments related to SIS II, VIS and Eurodac mainly affect human rights via the enjoyment (or lack) of due data protection standards. The primary concern is the apparent extension of their original specific and mainly immigration-related purposes to include the prevention of and fight against terrorism. Driven by imperatives to fight serious criminality and “illegal” immigration more effectively, initiatives are taken for enhanced “interoperability” between the systems. Considering the implications that such initiatives have for extended access to more authorities, on the one hand, and the large scale processing and storage of biometrics in centralized systems, on the other, the main risk is that routine access for crime-related purposes to huge amounts of personal immigration data would be allowed.
 The particular utility of biometric data for identification purposes is crucial, since it entails the possibility of checking, for example, latent fingerprints from crime scenes or suspects against the information held in the database. Such procedures, however, inevitably imply that the entire category of individuals registered in the database constitutes a suspect population.
 Again, although biometric data is generally considered a unique tool for the identification of an individual’s identity, the error rate increases with the scale of the system,
 including in regard to the use of latents.
 Connected to the latter is the strongly disputed issue of whether adequate safeguards, even when properly provided for, can fully compensate for the range of risks inherent in specifically the centralised storage of personal data.
 
3.5.1. The principle of purpose limitation

The principle of purpose limitation, including in particular the requirements of legitimacy and the restricted use and disclosure of the data concerned, is central for the meaningful application of data protection standards and, hence, also fundamental to the enjoyment of the right to privacy.
 Article 8(2) of the EU Charter on Fundamental Rights establishes that “data must be processed fairly for specific purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law”. This means that personal data must be collected for specified, explicit and legitimate purposes and should not be further processed in a way that is not compatible with those purposes. Moreover, the processing of data should be adequate, relevant and not excessive in relation to the purposes for which they were collected and/or further processed.
 The fact that Article 8 of the Charter establishes data protection principles separately from the right to privacy, as stipulated in Article 7, may be seen as creating a new fundamental right per se.

Article 8(2) of the European Convention on Human Rights sets the standards for acceptable interferences with the broader right to privacy.
 These standards imply that the legitimacy of the purpose for which data is processed depends on whether it can be considered to be “in accordance with the law” and “necessary in a democratic society”, including in particular the principle of proportionality. With regard to the latter, the ECtHR considers an interference to be necessary for a legitimate aim “if it answers a pressing social need and, in particular, if it is proportionate to the legitimate aim pursued and if the reasons adduced by the national authorities to justify it are ‘relevant and sufficient’”.
  While it is clear from the Court’s jurisprudence that states enjoy a wider margin of appreciation when measures are taken to safeguard national security, the scope of this discretion depends, however, “not only on the nature of the legitimate aim pursued but also on the particular nature of the interference involved”.
 Considering the protection of personal data to be of fundamental importance to the enjoyment of the right to privacy, the Court, furthermore, has made the proportionality test dependent on the existence of “appropriate safeguards to prevent any such use of personal data as may be inconsistent with the guarantees” of Article 8.
 As regards the assessment of whether the processing of personal data is in conformity with Community law, on the other hand, the criteria laid down in Article 8(2), ECHR are equally applicable.

In relation to the aim of preventing, detecting and investigating serious criminality, including terrorism, the question of legitimacy is uncontroversial. However, as regards VIS and Eurodac, but partly also SIS (II), the primary purpose of the measures was to regulate immigration. Hence, collecting and processing personal data on third-country nationals in this context should generally not be considered as specifically related to crime-prevention, especially in view of the fact that “neither the claiming of asylum nor a visa application indicates in any way that a hitherto innocent individual will commit a criminal or a terrorist act”.
 In light of the necessity and proportionality requirements that must inform the overall assessment of whether a specific measure can be considered legitimate, it appears with respect to the processing of immigration data that any extension of the purpose for the sake of countering terrorism and serious criminality should depend on the objective establishment of an undeniable link between this serious kind of criminality, on the one hand, and third-country nationals, including asylum applicants and irregular immigrants, on the other.
 Where no such link has been shown and in the absence of similar measures, including e.g. the centralized storage of sensitive personal information on all EU-citizens, the question remains whether further processing may not even be discriminatory.
 

In elaborating on whether crime-prevention justifies the indefinite retention of acquitted crime-suspects’ sensitive personal data, including fingerprints, the ECtHR in the case of S. and Marper v. the UK highlighted the risk of social stigmatization in treating acquitted individuals in the same manner as convicted persons.
 While stressing the presumption of innocence to be enjoyed by acquitted persons, the Court in this context also mentioned children as particularly vulnerable.
 It thereby seems to have recognized that some social groups may be more vulnerable than others to the adverse implications of a specific measure. The reasoning appears to have strong implications for routine counter-terrorist access to personal immigration data, including fingerprints, which have been obtained mandatorily and are stored for long periods on individuals who are not suspected of any crime at all. In fact, neither in relation to VIS or Eurodac do the conditions for access by “designated” authorities or law enforcement authorities explicitly require that the data subject concerned be suspected of a crime. Furthermore, one would hardly deny that refugees represent an especially vulnerable population, whose “precarious position has to be taken into account in the assessment of the necessity and proportionality of the proposed measure”.
 
3.5.2. Lack of a comprehensive data protection framework
The existence of a comprehensive, precise and legally binding data protection framework in this field would, at least to some extent, counteract the questionable legitimacy of using immigration data for counter-terrorism purposes. There are, however, divergences between the systems and room for national discretion both with regard to the implementation of essential safeguards and in terms of further data sharing with different authorities pursuing different objectives. For example, retaining for five years information in VIS that is based on an SIS alert for non-admissible third-country nationals does not seem to be in accordance with the general retention rules on these specific SIS-alerts. According to the provisions on SIS II, such data should not be kept for more than three years.
 Furthermore, whereas transfer of data processed in SIS II “shall not be transferred to third countries or to international organizations”,
 the provisions governing VIS do, as mentioned above, allow for such transfer in exceptional cases related to crime-prevention. The fairness of this divergence is even more questionable considering that when issuing SIS-alerts on third-country nationals to be refused entry, Member States appear to apply different grounds that are sometimes not even compatible with the criteria.

Returning to the particular vulnerability of people seeking protection from persecution, one may question whether it is at all possible to control further use of personal data, or timely deletion to prevent unlawful storage and processing of the information, once it is shared with law-enforcement authorities for purposes of crime-prevention.
 Since extended processing and access to Eurodac data implies the availability of information to authorities that may have little experience of the risks in using asylum data, there is a danger that information relating to asylum claims may end up in the hands of authorities in the countries of origin. Under such circumstances there are increased risks that local authorities would subject relatives or friends in the asylum-seeker’s country of origin to bad or inhuman treatment. The asylum-seeker himself would be at risk if, following rejection of his request, he was returned to the country he initially escaped.
 As follows from the principle of non-refoulement and the extra-territorial applicability of the absolute prohibition against torture, this kind of scenario would most probably engage the responsibility of Member States, including in relation to the processing of data carried out within the context of Eurodac. 
Finally, in so far as law enforcement operations may be far more intrusive on the personal freedom of an individual in comparison to other contexts, the data subject’s right to be informed becomes of particular relevance in cases where the purpose of data processing is extended to include the fight against, and prevention of, serious crime, including terrorism. As stated above, within the context of SIS II, Member States enjoy essential discretion in relation to the enforcement of the rules governing the right to information. Although these regulations are more specific with respect to VIS, there is, however, no obligation to inform the data subject where one Member State informs another that data processed in the VIS are inaccurate.
 In order to avoid rendering meaningless the associated rights of having one’s data corrected or deleted and seeking compensation for the wrongful collection and processing of data, any restrictions concerning the right to information on the storage and use of personal data should be formulated as narrowly as possible.

4. Internal security aspects of the common border policy in countries of departure – the EU carrier sanctions regime
4.1. Background
Building on one of the oldest means of external migration control, the common EU visa regime places the EU border within a third country
 and serves to prevent third-country nationals from even presenting themselves at the physical borders of the Member States.
 The EU visa regime per se has been criticised for various and legitimate reasons, including discrimination on the ground that almost all countries on the list have majority populations who are black or Muslim.
 Visa requirements, when operating together with a range of other measures, may have particularly serious implications for refugee protection.
 The so-called carrier sanctions regime confers both economic and legal responsibilities on private transporters that carry inadequately documented passengers to the EU. As immigration control tool the regime pre-dates the 9/11 attacks. However, as a result of the security climate following that and similar attacks in Europe, carriers’ liability now includes the obligation to transfer passengers’ data to border authorities and, thereby, has clear references to counter-terrorism as well as more general law-enforcement purposes.

4.2. Carrier sanctions and the Immigration Liaison Officers Network
The use of carrier sanctions to control immigration flows is a long-standing practice in a number of non-European countries. By the end of the 1980s, legislation to this effect had also been introduced at the national level in several European states.
 Frequently, obligations under the 1944 Chicago Convention on Civil Aviation served as the justification for imposing penalties, including fines, on airlines that brought in improperly documented passengers. The relevant provisions laid down in the Convention, while seeking to establish a certain degree of responsibility to be imposed on airlines in relation to the custody, care and return of travellers that lack adequate documentation, seem, however, explicitly to exempt carriers from responsibility for the authenticity of any relevant documentation.
 Under EU law, on the other hand, Member States are obliged to fine airlines and other private transporters that carry to EU territory persons who are not in possession of the necessary travel documents. EC Directive 2001/51, while harmonizing the level of penalties to be imposed,
 also supplemented and extended the original regime as provided for in Article 26 CISA. According to the provisions, carriers must take responsibility for persons who have been denied entry and, when requested by border authorities, return those persons to either the country of departure, the country which issued the travel documents, or any other country willing to grant that person entry. The same applies when a person in transit is refused entry to and has been sent back by the country of destination or if a carrier refused to convey him onwards to that state.
 
Although Article 26 CISA makes reference to the Refugee Convention and its Protocol, the Directive does not explicitly provide for a legally enforceable asylum exception,
 but only stipulates that the obligation to impose penalties is without prejudice to Member States’ obligations in cases where a third country national seeks international protection.
 There are, in fact, substantial differences among Member States in the implementation of the Directive. While in some countries transportation companies are exempted from fines only in cases where a person is subsequently recognized as a refugee, in others exemptions are also applied with regard to the granting of subsidiary forms of protection.
 Furthermore, Member States under the Directive are under no obligation to ensure the availability of procedures for passengers to bring actions against the carriers, or against the Member States.
 

In carrying out document checks on their passengers, private carriers are increasingly advised by Immigration Liaison Officers (ILOs), who may be deployed by Member States in air and sea ports as well as in diplomatic missions within or outside the EU.
 According to the Regulation on the creation of an Immigration Liaison Officers Network, ILOs shall, inter alia, coordinate positions to be adopted in contacts with commercial carriers within the framework of such networks.
 Little information exists on the operation of and cooperation between ILOs, but it appears that their tasks are mainly directed at the prevention of irregular immigration.
 However, some Member States do confer a role on these officers in the fight against terrorism. Airline Immigration Officers acting on behalf of the UK, for example, have electronic access to risk lists from the UK Border Agency, police and customs, particularly those pertaining to anti-terrorism.
 In the Netherlands, the Dutch Advisory Committee on Aliens Affairs in response to the government’s inquiry on the relationship between the policy concerning aliens and the fight against terrorism concluded that ILOs would be considered an efficient way of checking immigrants before they access the carrier.
 

Neither the aforementioned Regulation nor the Draft Common Manual for ILOs posted abroad by the Member States include any specific mention of those international obligations and responsibilities that Member States have for refugees and asylum-seekers.
 ILOs do not, however, possess legal powers in foreign jurisdictions
 and can only give advice when assisting transportation companies. On the other hand, the current carrier sanctions regime appears to delegate to carrier personnel certain tasks, such as the verification of genuine travel documents and detailed knowledge of forgeries, which, in fact, fall within the authority of public immigration officers.
 At the same time, the rules in question do not explicitly allow for an exception in cases concerning asylum-seekers.
 Considering the economic risks inherent in carrying passengers whose documentation raises questions, it is therefore likely, and does in fact frequently happen, that carriers base their decisions to refuse a certain passenger transport on the ILOs’ advice when available.
 

4.3. Refugee protection concerns

The current regulation of carrier sanctions in conjunction with the common visa rules in the EU may obstruct refugees and asylum-seekers in gaining physical access to protection.
 While making visas and other travel documents a precondition for even leaving the country of origin,
 the policy runs the risk of ignoring the fact that people fleeing persecution often lack proper identification or travel documentation. This, in turn, implies that refugees would not be distinguished from other immigrants until the asylum request has actually been filed and, furthermore, would restrict the prohibition against refoulement to its territorial application.
 By moving border controls to the territory of third-countries and delegating state responsibilities to third parties,
 the policy may represent an attempt to circumvent legal constraints. However, in so far as the decision to grant or refuse a visa can be considered an act of jurisdiction,
 the imposition of a visa regime also triggers a state’s extra-territorial human rights responsibilities, including the absolute prohibition against torture and other cruel, inhuman or degrading treatment or punishment.
 With regard to the right to leave one’s own country, as established, inter alia, in Article 12(2) ICCPR, restrictions are certainly allowed in certain circumstances
 and the provision does not seem to include a right to free international travel.
 On the other hand, the fact that the Human Rights Committee have called on States Parties to include in their reports information on sanctions on international carriers when these “affect the right to leave another country”
 indicates that Article 12(2) may be violated also by countries of destination.
 Finally, any state responsibilities arising in this context arguably include the actions taken by private carriers under the carriers’ sanctions regime, since states cannot confer their human rights obligations on private parties.
 
The prohibition against refoulement under the Refugee Convention has extra-territorial applicability at least to the extent that a visa is denied or leave to board a carrier is refused in a neighbouring country to that of the origin of the refugee.
 Generally, however, applying visa regimes and carrier sanctions, including in the country of origin, indiscriminately to all migrants with the result of systematically impairing access of refugees to asylum procedures, can hardly be considered to be in accordance with Member States’ obligation to implement the Refugee Convention in good faith. Hindering systematically refugees from fleeing persecution would, in fact, prevent the application of the Convention from ever being triggered.
 Furthermore, compliance with the substantial obligation to respect the general principle of non-refoulement requires at least some form of asylum procedure in order to avoid sending individuals back to persecution.
 This procedural element inherent in the principle is also reflected in Article 14(1) of the Universal Declaration on Human Rights (UDHR) on “the right to seek asylum”,
 which the Executive Committee of the United Nations High Commissioner for Refugees considers the basis for the institution of asylum.
 As shown by T. and H. Gammeltoft-Hansen, the history of the detailed negotiations prior to the adoption of Article 14 clearly indicates that states, while carefully avoiding any wording that could have implied a corresponding obligation to grant asylum, retained the right to seek asylum throughout the proceedings. Therefore, it is not only on the basis of a linguistic interpretation that Article 14(1) must be understood as imposing an obligation to grant access to a determination of refugee status, i.e. an asylum procedure.
 While recognizing the lack of consensus as to the legally binding nature of the UDHR,
 as well as the legal complexities connected to the (extra-territorial) human rights obligations that come into play in the context of refugee protection, including with regard to competing jurisdictions within the country of origin,
 it appears, however, that any meaningful assessment on the legality of visa requirements and carriers’ sanctions must be made against the aforementioned interpretation of Article 14, UDHR, and the absolute prohibition against torture.

4.4. Transmission of passenger data

Not surprisingly, the tendency to privatize border controls through the transfer of responsibilities to transportation companies also shows the influence of counter-terrorism. In 2004, the EU carrier sanctions regime was complemented by Council Directive 2004/82,
 which obligates carriers to transmit, at the latest before the time of check-in, so called Advanced Passenger Information data (API)
 on passengers who will cross an external border. In cases of non-compliance, Member States are to impose sanctions.
 The stated objective of the Directive is to improve border control and combat irregular immigration.
 However, judging from the negotiations preceding the adoption of the text, it is clear that the initiative was also considered a security measure.
 Indeed, Article 6 allows Member States to use the transmitted data for “law enforcement purposes” as well.
 The lack of specification and limitation as to the use of data provided for in Article 6, however, carries with it the risk of compiling and using passenger data for the purpose of building profiles on all travellers’ movements across the EU external border.
 
In fact, this appears to be precisely the objective set by later developments, which materialized in 2007 in the form of a draft proposal for a Council Framework Decision on the use of Passenger Name Record (PNR) data for law enforcement purposes.
 PNR data include a remarkably wider range of data than the API data and are, in contrast to the latter, particularly useful for the carrying out of risk assessment and the identification of patterns.
 The aim of the proposal explicitly includes the prevention of and fight against terrorism, and following strong criticism on a number of aspects mainly related to data protection matters,
 the concerns were, to some extent, taken into consideration in a new draft, presented in April 2009.
 However, in the absence of clear and undeniable elements demonstrating the necessity and effectiveness of the measure
 together with a lack of proportionality as to the means used to reach the intended aim, the fundamental reason for questioning the kind of counter-terrorism measure constituted by processing PNR data remains - namely the lack of legitimacy.

5. Conclusions

The common border policy in the European Union is to a significant extent being shaped by internal security aspects and the threat of international terrorism. At the same time, technological progress is clearing the way for an ever more comprehensive control over the individual both in terms of the possibilities of collecting sensitive personal data and as regards the amount of information that can now be processed and shared between different authorities as well as different States. However, it appears that the hasty integration of elements relating to internal security and advanced technology into the common legal border control framework have not been accompanied by a proper assessment of the human rights risks inherent in this trend. At the basis of this problem seems to be the highly alarming presumption that there is a connection between immigration and serious criminality, the broader societal implications of which should be taken very carefully into consideration when developing further the Integrated Border Management strategy. Any legally and ethically acceptable border policy to be shared by the EU Member States must build on a framework that takes duly into account legally binding human rights obligations that the same states have committed themselves to respect.
The move towards an institutionalised and supranational border management strategy at the EU-level is strongly influenced by heterogeneous interests of Member States. The characterization of Frontex in terms of experimentalist governance, as referred to in Part 2 of this paper, clearly reflects these circumstances and recognizes the lack of a sufficiently precise legal framework while at the same time pointing to the extended room for manoeuvre that this situation facilitates.
 However, considering in particular the real risks of refoulement connected to pre-border control operations focused on effectively combating “illegal” immigration, the “Europeanization” of border control should be based on explicitly formulated obligations, corresponding responsibilities and clear patterns of accountability to be applied where violations may occur. This becomes even more important when one considers the speed at which common tools and instruments for border surveillance are developed. The ongoing gradual construction of a surveillance apparatus, EUROSUR, at the external borders of the EU clearly exemplifies this trend.
 The project, which, if fully realized, will confer an important role on Frontex aims at establishing a common monitoring and information sharing environment at the external borders of the EU and includes among its objectives to “[I]ncrease internal security of the EU as a whole by contributing to the prevention of cross-border crime”.

As already stated, the tendency to treat asylum-seeking, “illegal” immigration and criminality as related phenomena
 is highly alarming. Unfortunately, there are indications that the necessary distinction between these categories will only become further blurred within the context of border control policies. Thus, with regard to the proposal for the transmission of PNR data referred to above, some Member States have expressed the desire to use the proposed measure also for immigration control purposes.
 In light of the controversies surrounding the legitimacy of the measure even when connected to security, it is highly questionable whether its use for immigration-regulation could meet the proportionality test under international and European data protection principles. Although one has to recognize that the transmission of API data and PNR data concerns all passengers, not only third-country nationals, these measures clearly add to the perception that movements across the EU external border fall within the realm of serious and imminent threats that call for close monitoring. While recognizing that the implementation of border control is certainly considered a fundamental aspect of sovereignty, Member States when carrying out activities in this field are, however, restricted by international and regional human rights law.
 The equation of a human rights respecting border policy, however, becomes increasingly difficult in a political climate where asylum, “illegal” immigration and terrorist offences are treated as “logically related” items.
  
In summary, the European Union Integrated Border Management strategy still requires a clearly defined and substantive human rights framework, based on rigorous analysis and implementation of the Union’s international and European commitments to human rights and fundamental freedoms. This includes careful and comprehensive implementation of standards of international protection, and consistent assessment of the necessity and proportionality of all measures and action related to the IBM and related policies, such as the carrier sanctions regime. Finally, it is necessary for the European Union to establish an unambiguous, clearly defined legal framework for Frontex, giving clarity as to the competence, powers and responsibilities under international human rights law of Frontex and Member States participating in its operations. 
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