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Privacy, Secret Detention Centres and Over-Flights

Executive Summary

1. Article 17 of the International Covenant on Civil and Political Rights (ICCPR) establishes the right to privacy. The implementation of this right is monitored by the Human Rights Committee. The Committee has emphasized that interference in the right to privacy must be foreseeable; mechanisms should be established to prevent abuse of collected information and to ensure review, supervision and redress; and vulnerable groups should be protected. The Committee has, however, not established clear guidance about which substantive measures would be considered a violation of the right of privacy. 

2. News media and NGOs reported in 2005 about secret detention centres and overflights in Europe as part of US counter-terrorism strategy. Such activities gave rise to several human rights concerns. The Parliamentary Assembly of the Council of  Europe initiated an inquiry into these matters. The Secretary General requested member states to provide relevant information. The European Commission for Democracy through Law (Venice Commission) prepared an opinion on the human rights aspects. Cooperation was also established with the European Parliament of the European Union. This cooperation uncovered suspicious patterns of military and civilian aircraft and indications of secret detention centres. They were also able to put political pressure on the respective international organs and on national governments. The Committee of Ministers of the Council of Europe, however, failed to follow up strongly, and the European Parliament deplored the lack of follow up by the Council of the European Union, and by member states. 

3. Several UN organs have been involved in the issues of secret detention and overflights, including the Human Rights Committee, the Committee Against Torture, the Special Rapporteur on the promotion and protection of human rights while countering terrorism, the Special Rapporteur on torture and other cruel, inhuman or degrading treatment or punishment, the Working Group on Arbitrary Detention and the Working Group on Enforced or Involuntary Disappearances. The UN organs have generally been more reactive than what was the case of the European Parliament and the Parliamentary Assembly. But all the bodies have, within their mandates, addressed these matters.  They have helped to uncover certain facts, but have not been able to establish ‘hard facts’ about the relevant activities. These bodies have, however, the benefit of being able to have a more continuous focus on such cases. Furthermore, they have a global focus, and may thus engage in activities beyond the European context.

1. Introduction

This paper consists of two parts. The first part examines the activities of the United Nations Human Rights Committee of the International Covenant on Civil and Political Rights in the time period 2001-2009 concerning invasion of the right to privacy through counter-terrorism measures. The second part examines the activities of the following organizations, treaty bodies and special procedures in the time period 2006-2009 concerning secret detention centres and over-flights in Europe: the Council of Europe, the European Union, the UN Human Rights Committee, the Committee Against Torture, the UN Special Rapporteur on the promotion and protection of human rights while countering terrorism, the UN Special Rapporteur  on torture and other cruel, inhuman or degrading treatment or punishment, the UN Working Group on Arbitrary Detention and the UN Working Group on Enforced or Involuntary Disappearances. The inter-action with governments and national courts will be studied in Deliverable 16 No 2, and recommendations based on these two studies will be presented in Deliverable 16 No. 3. 
2. Invasion of Privacy through Counter-terrorism

Article 17 of the International Covenant on Civil and Political Rights (ICCPR) establishes:

1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, or correspondence, nor to unlawful attacks on his honour and reputation. 

2. Everyone has the right to the protection of the law against such interference or attacks. 
The protection is accorded to a person’s ‘privacy’, ‘family’, ‘correspondence’ and ‘honour and reputation’. The wording does not give much guidance on what should be considered ‘interference’ or under which circumstances interference may be acceptable. Interferences shall, however, not be ‘unlawful’ or ‘arbitrary’.  The term ‘unlawful’ refers primarily to national law (not only law in a formal sense), but may also refer to international obligations. ‘Arbitrary’ interference contains elements of injustice, unpredictability and unreasonableness. Paragraph 2 includes a positive obligation of states to protect privacy.

The UN Human Rights Committee (CCPR) monitors implementation of the ICCPR. It has adopted General Comment No. 16 on ‘The right to respect of privacy, family, home and correspondence, and protection of honour and reputation’ (1988). This General Comment provides general guidance to the interpretation of article 17, but was adopted prior to the terrorist attacks on 11 September 2001, and does not explicitly address counter-terrorism.
This paper examines Concluding Observations by the CCPR on the basis of reports submitted by states parties under article 40 of the ICCPR, as well as Views adopted by the Committee on the basis of communications (complaints) from individuals under article 5, paragraph 4, of the Optional Protocol to the ICCPR. The time period covered is 2001-2009. Relevant information has been found in the following Concluding Observations: Sweden (2002)
, Portugal (2003)
, Germany (2004)
, Hong Kong Special Administrative Region (HKSAR)
, the USA (2006)
, the Republic of Korea (2006)
, San Marino (2008)
 and Sweden (2009)
. The following Communication has been found: Nabil Sayadi and Patricia Vinck v. Belgium (2008)
.
The Concluding Observations will generally be recommendatory in character and will rarely express an opinion on the correct interpretation of the international obligations, and much less whether the relevant state has violated its obligation.
 Views adopted on the basis of individual complaints will, on the other hand, express an opinion on whether a violation has occurred, although not in the form of a legally binding decision.

Concluding Observations
The CCPR does not consider counter-terrorism measures as inherently ‘arbitrary’ or ‘unlawful’. Neither does it characterize special types of measures as necessarily unlawful. The Committee has, however, expressed the following concerns:
· Measures should have a clear legal basis

The Committee was concerned that ‘no clear legislative framework exists regarding the capacity of law enforcement agencies to intercept communications and carry out covert surveillance (article 17)’ (Hong Kong, para. 12) and ‘the potentially overbroad reach of the definitions of terrorism under domestic law ... which seem to extend to conduct, e.g. in the context of political dissent, which, although unlawful, should not be understood as constituting terrorism (articles 17, 19 and 21)’ (USA, para. 11). Further, the Committee proposed that Korea should include a definition of terrorist acts in its domestic legislation (para. 9) and that the legislation in San Marino on limitations on the right to privacy ‘remain unclear’ (para. 13).

· Preventing abuse of collected information and establishing mechanisms for review, supervision and redress
Hong Kong should ‘provide a mechanism of protection and redress to individuals claiming interference with their privacy or correspondence (para. 12). Sweden should ‘take all appropriate measures to ensure that the gathering, storage and use of personal data not be subject to any abuses, not be used for purposes contrary to the Covenant, and be consistent with obligations under article 17 of the Covenant. To that effect, the State party should guarantee that the processing and gathering of information be subject to review and supervision by an independent body with the necessary guarantees of impartiality and effectiveness’ (Sweden (2009), para. 18).
· Protection of vulnerable groups
In the Concluding Observation concerning Sweden (2002), the Committee has expressed special concern over possible adverse effects of counter-terrorism measures on persons of foreign extraction, ‘in particular through more frequent recourse to telephone tapping and because of an atmosphere of latent suspicion towards them (arts. 13, 17 and 19 of the Covenant)’.  Further, ‘when a State party expels a person to another State, it must institute credible mechanisms for ensuring compliance of the receiving State with these assurances from the moment of expulsion.’ Sweden was also requested ‘to undertake an educational campaign through the media to protect persons of foreign extraction, in particular Arabs and Muslims, from stereotypes associating them with terrorism, extremism and fanaticism’ (para. 12). The Committee expressed a similar concern with respect to the effects of counter-terrorism measures on persons with foreign extraction in Germany. This country was also requested to undertake an educational campaign to protect such persons (para. 20).
Views

In the case Nabil Sayadi and Patricia Vinck v. Belgium (2008) these two individuals had become the subjects of criminal investigations by Belgium on the basis of UN Security Council anti-terrorist resolutions and a EU Council regulation. Belgium informed the UN Sanctions Committee and they were placed on terrorist lists by the UN, the EU and Belgium. The freezing of all their financial assets following their listing prevented them from working, travelling, moving funds and defraying family expenses. Pursuant to a national court order, Belgium requested their de-listing from the UN sanctions Committee, but at the time of decision of the Human Rights Committee no decision had been taken.

The majority found a violation of article 12 on the freedom of movement, but also a violation of article 17 on privacy. The reason for finding a violation of article 17 was that ‘the dissemination of personal information about the authors constitutes an attack on their honour and reputation, in view of the negative association that some persons could make between the authors’ names and the title of the sanctions list. Moreover, many press articles that cast doubt on the authors’ reputation have been published, and the authors are obliged, on a regular basis, to demand the publication of a right to reply’ (para. 10.12.). Belgium was responsible for the presence of the individuals’ names on the list, and should have waited for the outcome of the criminal investigation before it transmitted their names to the Sanctions Committee (para. 10.13.). A partly dissenting minority held that the state had done everything in its power, taking into account its obligations under the UN Charter. This minority deplored, however, the lack of human rights guarantees in the procedure established by the Security Council. Another dissenting minority held that the case was inadmissible since the complaint concerned actions by the Security Council, not the acts of Belgium.
Assessment
The three principal concerns expressed by the Human Rights Committee  are useful guidance in protection of the right to privacy in the implementation of counter-terrorism measures. They emphasize the need for foresee ability, the need to prevent abuse of collected information, the need for review mechanisms, and the protection of vulnerable groups. But these requirements are not very informative when it comes to determining which substantive measures would be considered a violation of the right of privacy. Furthermore, it is not entirely clear to what extent these concerns are expressions of an interpretation of the relevant obligations, or are more promotional in nature, e.g. the need for implementing educational campaigns to protect vulnerable groups. Finally, there is only one example of a relevant individual complaint. This means that the Committee has not had much opportunity to determine whether obligations have been violated in concrete cases. This case is furthermore related to the special, although important, issue of the obligations of member states in respect of implementation of Security Council resolutions concerning listing of persons as part of counter-terrorism measures.
3. Secret Detention Centres and Over-Flights

The issue of possible secret detention centres in Europe as part of US counter-terrorism strategy was first raised by news media and NGOs in 2005.  There was also suspicion that irregular transfer of prisoners (‘rendition’) between states were taking place, including by secret over-flights. Such activities gave rise to several human rights concerns. First, secret detention may violate the right to liberty and security, including the right to test the legality before a court. Second, the detainees may be faced with inhuman or degrading treatment, and even torture. Finally, states have an obligation to prevent torture. They shall not send persons to other states where they risk being subject to torture. States have also an obligation to investigate cases of suspected torture. The news reports triggered responses at the regional level through the Council of Europe and the European Union, as well as the mechanisms under the United Nations.

The Council of Europe and the European Union
The Council of Europe reacted swiftly. The President of the Parliamentary Assembly asked the Committee on Legal Affairs and Human Rights to look into the matter. The Committee appointed Senator Dick Marty as rapporteur on 7 November 2005 to conduct a parliamentary inquiry into ‘alleged secret detentions and unlawful inter-state transfers of detainees involving Council of Europe member states’. The Secretary General of the Council set in motion the procedure established by article 52 of the European Convention, which establishes:
On receipt of a request from the Secretary General of the Council of Europe any High Contracting Party shall furnish an explanation of the manner in which its internal law ensures the effective implementation of any of the provisions of the Convention.  

In a letter of 21 November 2005 he requested member states to provide relevant national legislation and information about any unacknowledged deprivation of liberty after 1 January 2002.

The Committee also requested the European Commission for Democracy through Law (Venice Commission) to prepare an opinion on the international legal obligations of Council of Europe member states in respect of secret detention facilities and inter-state transport of prisoners. Co-operation was also established with the Council of Europe’s Human Rights Commissioner. The European Union Commission via its Vice-President Franco Frattini became also involved, and was essential in obtaining information from Eurocontrol and the European Union Satellite Centre. 

The Venice Commission, the Council of Europe's expert advisory body on constitutional matters, concluded in a report of 17 March 2006 that states not only have an obligation to prevent extradition of persons to states where they risk torture, but also that they must prevent overflights if there is reason to fear that they are transferring persons to countries where they risk torture.
 In a report of 12 June 2006 by Mr Marty, a ‘spider’s web’ of overflights of military and civilian aircraft by the CIA was said to have been uncovered.
 No hard evidence were found, but it was pointed to convincing indications related to the existences of secret detention facilities and the occurrence of illegal overflights in Europe. Similar conclusions were drawn in a report of 15 June 2006 by a committee chaired by Giovanni Claudio Fava under the European Parliament.
 While no detention facilities were actually found, these reports drew attention to such activities in Europe, and presented available facts along with the respective obligations of the USA and European states. 
The Secretary General concluded that ‘[o]verall, legislative and administrative measures effectively to protect individuals against violations of human rights committed by agents of foreign security services appear to be the exception rather than the rule. The replies [from member states] confirm that the current controls and procedures for civil air traffic lack adequate safeguards against human rights violations.’
 He proposed action by member states in the fields of control over secret services, both domestic an foreign; better safeguards and control over air traffic; and the prevention of impunity for perpetrators of serious human rights violations as a result of state immunity.
 
In a second report by Mr Marty of 11 June 2007
 it was found to be factually established that secret detention centres operated by the CIA have existed for some years in Poland and Romania. But it was not ruled out that secret CIA detentions may also have occurred also in other Council of Europe member states. The relevant places were identified on the basis of movements of certain aircraft and testimonies. The report by Mr Fava under the European Parliament of 30 January 2007
 concluded that the flight data provided by Eurocontrol ‘provide incontrovertible evidence of extraordinary renditions. In particular, they reveal a pattern of systematic and deliberate illegal behaviour, with extraordinary rendition circuits involving the repeated use of European airports as stopovers or staging points for illegal missions conducted by US intelligence services for the purpose of abducting terrorist suspects’.

The Parliamentary Assembly of the Council of Europe adopted a resolution on 27 June 2007
 calling upon governments of member states to ‘make a full commitment that they will play no future part in allowing the transportation through their states, or the holding for any length of time, of any remaining detainees currently held at Guantanamo Bay’ and make available to their national parliaments all relevant information pertaining to their role in the practice of extraordinary rendition or the holding of prisoners in secret detention centres, should the parliaments wish to conduct an inquiry. The parliaments and judicial authorities should reduce to a minimum the restrictions on transparency founded on concepts of state secrecy and national security so as to elucidate the secret services’ wrongful acts and should ensure that victims of unlawful acts are fully rehabilitated and compensated. The Assembly reaffirmed the importance of ‘setting up within it a genuine European parliamentary inquiry mechanism’. In a recommendation of the same date
, the Assembly noted ‘with regret and concern’ that the Committee of Ministers had not yet acted positively either on the proposal by its own proposals or on those of the Secretary General. 
The Committee of Ministers replied on 16 January 2008
 that it had requested the Venice Commission to make a study of the legislation and practice in respect of democratic oversight of national security in member states. The proposal by the Secretary General on secret detention and transport of detainees suspected of terrorist acts reached, however, deeply into sensitive areas of national security, law and practice. The Committee would therefore give these proposals ‘careful consideration and return to this issue at one of its forthcoming meetings’. Taking into account the complex relationship between countering terrorism and respecting human rights and the rule of law, the Committee would ‘if necessary’ undertake further work in this respect.
The European Union Parliament adopted a resolution on 19 February 2009
 denouncing ‘the lack of action taken so far by the member States and the Council to shed light on the extraordinary rendition programme and to implement Parliament’s recommendations’ and called on the member states ‘to assist in ascertaining the truth by opening inquiries or collaborating with the competent bodies, by disclosing and providing all relevant information, and by ensuring effective parliamentary scrutiny of the action of secret services’. It also highlighted the fact that ‘some ambiguities persist as to the continuation of a limited number of rendition schemes and secret detention facilities’. Mr Dick Marty of the Council of Europe stated on 21 August 2009 that with reports that ‘Lithuania hosted a secret CIA prison, as well as other recent revelations regarding the “black sites” in Poland and Romania, the time has now come for Europe to account in full for its involvement in this shameful episode’.
 
Assessment

In assessing the achievements by the Parliamentary Assembly of the Council of Europe and the European Parliament of the European Union the self-initiated character of their activities should first of all be pointed out, both concerning fact-finding and recommendations on improvements in legislation and practice. Through their mutual cooperation they were able to uncover suspicious patterns of military and civilian aircraft and indications of secret detention centres. They were also able to put political pressure on their respective international organs and on national governments. On the other hand, these parliamentarians will not necessarily have the necessary professional skills to investigate the relevant facts, nor the competencies to compel other international or national institutions to facilitate such investigations on their behalf. As we have seen, the relevant committees were able to convince their respective international parliamentary assemblies, but the Committee of Ministers of the Council of Europe had a somewhat lukewarm response, and the European Parliament deplored the lack of follow up by the Council of the European Union, and by member states. 

The United Nations human rights bodies

The examination of state reports (‘Concluding Observations’) and individual complaints (‘Views’) regarding Germany, Italy, Lithuania, Poland, Romania, the United Kingdom and the USA by the two treaty bodies the Human Rights Committee (CCPR) and the Committee Against Torture (CAT) have been studied concerning secret detention centres and overflights in Europe in 2006-2009. The relevant responses to secret detention centres and overflights by the UN Special Rapporteur on the promotion and protection of human rights while countering terrorism, the UN Special Rapporteur on torture and other cruel, inhuman or degrading treatment or punishment, the UN Working Group on Arbitrary Detention and the UN Working Group on Enforced or Involuntary Disappearances in the same time period have also been examined, with a particular focus on states mentioned above (Germany, Italy, Lithuania, Poland, Romania, the United Kingdom and the USA). 
The Human Rights Committee

The Human Rights Committee expressed concern ‘by credible and uncontested information’ that the USA had engaged in the practice of detaining people in secret places and that they were held incommunicado, and, unusually, went as far as stating that this practice represented a human rights violation. The Committee recommended that the USA should ‘immediately cease its practice of secret detention and close all secret detention facilities’.
 The CCPR also noted ‘with concern’ that the United Kingdom had allowed ‘the use of the British Indian Ocean Territory as a transit point on at least two occasions for rendition flights of persons to countries where they risk being subjected to torture or ill-treatment’. The Committee held that the UK should ‘investigate allegations related to transit through its territory of rendition flights and establish an inspection system to ensure that its airports are not used for such purposes’.
 There were no individual complaints concerning the relevant states examined by the CCPR in this field.
The Committee Against Torture

The Committee Against Torture expressed concern about allegations that the USA used secret detention centres for terrorist suspects.
 The Committee stated:

The State party should ensure that no one is detained in any secret detention facility

under its de facto effective control. Detaining persons in such conditions constitutes,

per se, a violation of the Convention. The State party should investigate and disclose the existence of any such facilities and the authority under which they have been established and the manner in which detainees are treated. The State party should publicly condemn any policy of secret detention. The Committee recalls that intelligence activities, notwithstanding their author, nature or location, are acts of the State party, fully engaging its international responsibility. 
There were no individual complaints concerning the relevant states examined by the Committee.
The UN Special Rapporteur on the promotion and protection of human rights while countering terrorism

The Special Rapporteur on counterterrorism has addressed secret detention centres and overflights in his country reports as well as in reports on communications with governments and annual reports. In his report on communications with governments from 2006 it is referred to a communication to Germany on the transfer of terrorist suspects by the USA from Germany to Guantanamo Bay, to the United Kingdom on deportation of terrorist suspects to Algeria, and to the USA on secret transfer on terrorist suspects, all with the Special Rapporteur on Torture.
 He issued also a statement on 27 October 2006 on concerns regarding US involvement in secret detention centres, rendition flights and breaches of nonrefoulement.
 In a report on the USA (2007) its was concluded that ‘his visit supports the suspicion that the CIA has been involved and continues to be involved in the extraordinary rendition of terrorism suspects and possibly other persons’.
 In the report to the General Assembly (2009), a new study on ‘Secret detentions – strategies to end this practice’ with the Special Rapporteur on torture and the Working Groups on Arbitrary Detention and on Enforced or Involuntary Disappearances was announced.

The UN Special Rapporteur  on torture and other cruel, inhuman or degrading treatment or punishment

The Special Rapporteur on torture has also addressed secret detention centres and overflights in his country reports and in reports on communications with governments and annual reports. He has, as stated above, issued several statements together with the Special Rapporteur on counterterrorism. The Special Rapporteur met with the committees established by the EU European Parliament and the Parliamentary Assembly of the Council of Europe.
 
The UN Working Group on Arbitrary Detention 
The Working Group on Arbitrary Detention has addressed secret detentions and overflights in several of its annual reports (which consists of general observations, opinions in individual cases, and reports on field visits). It states in its 2006 report:

80. The Working Group is concerned about the use of secret prisons or “black sites”

as a total disregard for human rights protections. This current detention policy can only

lead to further grave violations of human rights, discrediting at the same time all the fight

against terrorism. The Working Group is concerned that these transfers occur outside

the confines of any legal procedure, such as deportation or extradition, and do not allow

access to counsel or to any judicial body to contest the transfer. The existence of these

secret sites of detention where no legal control or human rights protection can be exercised

facilitates avoiding the international obligations and responsibilities of the Governments

who are running them. The Working Group is also concerned about the question of

over-incarceration, on the basis of its findings in the countries visited over the last

two years.
The Working Group recommends:

83. The Working Group urges States to stop running secret prisons and detention

facilities, and when cooperating with other States in their lawful fights against terrorism,

the transfer of suspected individuals between States should always rest on a sound legal

basis as arrangements on extradition, deportation, expulsion, transfer of proceedings or

transfer of sentenced persons. Judicial control of the admission into or holding in all

detention facilities shall be secured.

In the 2007 report an opinion on the USA refers to concrete information received about secret detention centres and transfers of detainees, and the Working Group expressed concern that the transfers occur outside the confines of any legal procedure and do not allow access to councel or to any judicial body to contest the transfer.
 Similar information was referred to and concerns were expressed subsequently.
 These reports do not, however, shed more light on secret detention centres and overflights in Europe.
The UN Working Group on Enforced or Involuntary Disappearances

The Working Group on Enforced or Involuntary Disappearances refers to the use of rendition by the USA:
454.  According to the reports, since 11 September 2001, the Government of the United States

has relied increasingly in its counter-terrorism operations on a practice that is known as

“rendition”, or “extraordinary rendition”. The practice generally involves the detention of

persons either outside or inside the United States and their extrajudicial transfer either to

United States-run detention facilities overseas or to the custody of foreign intelligence agencies.

Allegedly, even when suspects are transferred to the custody of foreign agents under the

rendition programme, the United States Government often maintains a degree of control over

their custody as well as the interrogation process itself. Because the persons subjected to this

practice are generally held incommunicado in secret facilities, it is believed that the practice

amounts to enforced disappearance. It is alleged that by authorizing United States agents to

detain suspects and transfer them to incommunicado detention in overseas prisons, the

United States violates express provisions of international law regarding the right to freedom from

arbitrary arrest and detention, and the right to judicial review for the basis of the detention.

The Working Group referred also to information about one case of extraordinary rendition occurring in Italy on 17 February 2003, where a person allegedly was subject to enforced disappearance from Italy in cooperation between the USA and Egypt, and secretly imprisoned and tortured.

Assessment

The UN organs have generally been more reactive than what was the case of the European Parliament and the Parliamentary Assembly in relation to the secret detention centres and overflights. The Human Rights Committee and the Committee Against Torture have general procedures with respect to examination of state reports and responding to individual complaints. The two Special Rapporteurs and the two Working Groups are freer to take up issues on their own initiative. But all the bodies have, within their mandates, addressed these matters. 

The uncovering of secret detention and overflights is first of all a question of establishing the relevant facts. The UN bodies have no investigative powers (although the Committee Against Torture also have the possibility to initiate inquires according to article 20 of the Convention Against Torture). There are also limited resources at their disposal. They may have contributed to uncover certain facts, but have not been able to establish ‘hard facts’ about the relevant activities. These bodies have, however, the benefit of being able to have a more continuous focus on such cases. Furthermore, they have a global focus, and may thus engage in activities beyond the European context.
These bodies have no power to determine with binding effect whether international human rights obligations have been violated. We see, however, examples where the treaty bodies (CCPR and CAT) have gone beyond their usual practice of expressing concern, but have also stated that violations have occurred. CCPR and CAT may also establish violations as a response to individual complaints, although not in the form of a binding decision. No such complaints have been found in relation to the examined states (not all states have accepted the complaints procedure).

The UN bodies may put political pressure on national governments and may also interact with national courts. It has, however, been contended that President Bush’s acknowledgement of the secret detention centres and overflights on 6 September 2006 was an effect of the Hamdan judgment of the US Supreme Court
, rather than international pressure from international bodies – or from other states.
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