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Executive Summary

1. Intelligence is a vital element in successful counter-terrorism. There is rapid development in detection technologies that aid in the gathering of information. However, there are concerns over the privacy intrusion these detection technologies cause.

2. Privacy is important for individual well-being, as well as the proper functioning of a democratic society. The right to privacy is vested in different national, European and International laws, which prescribe that the right to privacy may only be limited by measures that have a sound legal basis and are necessary in a democratic society for the protection of national security.
3. From the legal and moral framework around privacy it emerges that detection technologies used in counter-terrorism should take account of: legitimacy, proportionality, necessity, transparency, factors concerning  the person targeted, the sensitivity of the data sought, the effectiveness, the possibility of function creep and the extent to which PET’s are implemented. 

4. Privacy concerns arise with the widespread and indiscriminate use of communication surveillance; the covert use of CCTV technology; the sensitivity of biometric data; and the ineffectiveness (and therefore disproportionateness) of data mining and analysis and decision support technologies. 

5. There are also risks inherent to the use of detection technologies in general. The use of detection technologies can have a ‘chilling effect’ and can be ineffective due to the huge amount of gathered data. However, positive effects of the use of detection technologies are the ability to detect and therefore prevent terrorist attacks and the deterrent effect they have. 

6. Detection technologies should be used, provided that their authorization is based on legislation that protects against abuse and presents fair consideration to the proportionality and necessity of the aim pursued. The ultimate assessment of the threat detection technologies pose to privacy depends on the actual usage of the technologies. 
Human rights risks of selected detection technologies, sample uses by governments of selected detection technologies

Introduction

When I arrived at Birmingham International Airport recently, I was asked to go through an automated border control. Instead of handing my passport over to the authorities, I now had to: swipe my machine readable passport through a scanner; wait for sliding doors to be opened; step on a pair of footsteps painted on the floor; look in the direction of a camera hidden in a glass shoebox; and again wait until the next set of doors were opened.
Though the process was efficient, all the while I was thinking: what information did that machine read from my passport? What if the camera doesn’t recognize my face? Does the camera take a picture? Is the image saved? Is the information from my passport stored? For what purpose would such information be kept and for how long? Who has access to that information? But most importantly: why, and should I care?

Due to increased awareness of the threat of terrorist attacks since the events on 9/11/2001 in the U.S. and in Madrid (2004) and London (2007), governments are going to great lengths to protect their citizens from terrorist attacks.  The measures range from tighter border control at airports with increased passenger and baggage screening, to the surveillance of events attended by great numbers of people, to the interception of communications. According to Richard English, the most vital element in successful counter-terrorism is intelligence.
 In order to be effective in their intelligence gathering efforts, governments have a plurality of detection technologies at their disposal. These technologies help authorities to answer the questions: who and where are the terrorists? 
However, the use of these technologies is not uncontroversial. Some fear that the increased possibilities for states to place their citizens under surveillance, interfere with the right to privacy.
 Others are concerned that certain groups may be disproportionally subject to surveillance, which violates the right to non-discrimination.
 
The EU Commission stated in its Green Paper on detection technologies that a general overview on the rapid developments in this particular field of counter terrorism is lacking.
 This paper aims to fill that lacuna. It does not, however, claim to be comprehensive. It merely presents an overview of technologies currently in use or in development, and begins to assess their potential threats to the right to privacy.
 

The first part of this paper briefly addresses the legal and ethical issues that arise from the use of detection technologies. It also sketches the legal framework associated with the right to privacy. The theoretical framework will be further elaborated in later DETECTER deliverables.

The second part offers an overview of technologies in use and concerns that may arise from using them. The final part gives some preliminary conclusions on the risk some of these technologies may pose to human rights and formulates the questions that will guide the rest of the research in WP09.
This paper fits within the DETECTER deliverables as follows: It provides a brief but general overview of detection technologies used in counter-terrorism efforts. The preliminary findings of this paper will subsequently be used as a starting point for a more extensive literature review and review of technology trade catalogues. This will lead up to the topic guide for the interviews with government officials on the use and effectiveness of these technologies (Deliverable 17.2.). In later stages of the project, the findings of this deliverable, when combined with the interviews, will lead to an evaluation of the risks these technologies pose to human rights, such as the right to privacy (deliverable 17.3). The final stage of this project focuses on creating a ranking of risks posed by technologies (Deliverable 17.4). This could assist a government in its choice of detection technologies. 

Part I Legal and ethical matters
Why need we be bothered by measures which are there to protect national security? After all, they contribute to protecting some our most fundamental human rights: the right to life. The answer is that other rights are affected by counter-terrorism. Though the use of special investigation techniques may aid in detecting terrorists and their plans, special investigation could threaten privacy.
Privacy

But what is privacy and why is it important? Looking at the Greek root of the word, it refers to being deprived of something essential, which according to the ancient Greeks was taking part in society.
 In modern times, privacy means the ability to seclude oneself or information about oneself so as to reveal oneself selectively. It describes a sphere in which a person can decide about matters he does not want to share with others, where one determines a way of life that reflects one’s own attitudes, values, tastes and preferences.  The private sphere is one where a person can establish intimate relations with a lover, family or friends. Private life is where one leaves the public sphere behind and be alone or with a selected group of others.
 It has also been termed ‘the right to be left alone’.
 

Informational Privacy 

A newer concept of privacy is ‘informational privacy’.  Alan Westin formulated it as the ‘claim of individuals to determine for themselves when, how and to what extent information about them is communicated to others’.
 Arthur Miller understands informational privacy as the individual’s ability to control the circulation of information about them.

The link between privacy and the concept of data protection centres on a distinction between types of data. What kind of data is private is not easy to determine. An important aspect is the ‘identifiability’ of the data, meaning the extent to which a person can be uniquely identified by a set of data.
 Not every piece of information about a person constitutes this type of ‘personal data’. However, by combining different pieces of data, that set can become identifying, which makes all data linked to a person potentially ‘personal data’. 

The Value of Privacy

There are several arguments for regarding privacy as a ‘good’ thing. 
  Privacy promotes psychological well-being, as it allows people to be relieved of the tension inherent to the conduct of social relations.
 Privacy is also thought to enable expression of selfhood, the development of one’s self and to create a sphere for building intimate relationships. These arguments are quite individualistic. But privacy also has communal value: “Privacy permits individuals to contemplate and discuss political change, create counterculture, or engage in meaningful critique of society.”
 

Though the positive aspects of privacy are numerous, ‘privacy’ also has negative connotations. Privacy has been viewed as a threat to the community and to solidarity. Privacy limits a society’s ability to detect and punish disobedience, which makes it harder to enforce laws and norms. Moreover, privacy can make it difficult to establish trust and judge people’s reputations. Furthermore, the precise positive value of privacy may be called into question in a society where social networking sites, blogging and twittering are commonplace. 

Intrinsic and Instrumental Value of Privacy

Some theorists claim that privacy has value in itself.
 According to Dworkin, certain things “are valuable in themselves and not just for their utility or for the pleasure or satisfaction they bring us.”

The problem with the intrinsic value approach is that it doesn’t answer the question why something is important. Following Solove’s pragmatic approach, it can be said that privacy has a social value and that its importance emerges from the benefits it confers upon society. This represents privacy’s instrumental value: The value of privacy emerges from the other rights it furthers. Because privacy is protected, people can enjoy free speech, enjoy freedom of association and enjoy living in a functioning democracy.

Balancing?
A consequence of the pragmatic view for the instrumental value of privacy is that privacy should be weighed against competing values, and it should win only when it produces the best outcome for society. 

However, balancing requires that all interests are comparable. Values such as privacy and security are difficult to compare. Especially since the value of privacy is not the same in each and every context. If the value of privacy is only viewed in individualistic terms, privacy easily gets undervalued vis-à-vis more societal concepts such as security.
 By considering that privacy is valuable not only for our personal lives, but for our lives as citizens participating in public life and the community, we assess the value of privacy on the basis of its contributions to society. This may result in the proper appreciation of its value. 

Privacy Protection

Because of the importance of the right to privacy, it is protected in numerous ways. On the international level there are human rights treaties and covenants
 that guarantee the right to privacy, and at the national level many states have incorporated the right to privacy in their constitution.

EU legislation

At the European Union level, legislation to protect privacy is developing at rapid speed. The European Directive 95/46/EC regulates the issue of privacy in connection with processing personal data. It sets out the general principles of data protection, and reiterates the principles set forth by the Organisation for Economic Cooperation and Development (OECD) in its Guidelines on the Protection of Privacy and Transborder Flows of Personal Data (1980). However, OECD Guidelines are not legally binding, and   Article 3, paragraph 2 of the EU Directive explicitly mentions that the Directive does not apply to activities that relate to ‘common foreign and security policy’ or to ‘police and judicial cooperation in criminal matters’ (EU’s former Third Pillar). Yet counter-terrorism measures clearly fall under that category.
 
On 27 November 2008, the Council adopted Framework Decision 2008/977/JHA on the protection of personal data processed in the framework of police and judicial cooperation in criminal matters.
 
The Framework Decision incorporates principles similar to the EU Directive and the even earlier OECD guidelines. It specifies the circumstances under which personal data
 may be processed
 for the purpose of fighting serious crime, including terrorism. 
The three most important principles are: Legitimacy, necessity and that gathering of information is purpose binding. These principles are articulated in Art. 3 1:

Personal data may be collected by the competent authorities only for specified, explicit and legitimate purposes in the framework of their tasks and may be processed only for the same purpose for which data was collected. Processing of the data shall be lawful and adequate, relevant and not excessive in relation to the purposes for which they are collected.  
Necessity is mentioned in Art. 3 2 (c): Processing of the data shall be lawful and adequate, relevant and not excessive in relation to the purpose for which they are collected. 
Other important principles are: 

Transparency: Member States shall ensure that the data subject is informed regarding the collection or processing of personal data by their competent authorities, in accordance with national law. (Art. 16.1.)
Quality of the Data: Personal data shall be rectified if inaccurate and, where this is possible and necessary, completed or updated. (Art 4.1). Furthermore, art. 8 stipulates that the competent authorities shall take all reasonable steps to provide that personal data which are inaccurate, incomplete or no longer up to date are not transmitted or made available. 
Security of the data: Member States shall provide that the competent authorities must implement appropriate technical and organizational measures to protect personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or access. 
The Charter of Fundamental Rights of the European Union

The EU Charter of Fundamental Rights was prepared in 2000 and became legally binding with the entry into force of the Lisbon Treaty 1 December 2009. Anticipating the concerns over the increased processing of data, it establishes a separate fundamental right for the protection of personal data from the more general right to privacy. This is a novelty in human rights and privacy protection.
 The correct application of the Charter will be ensured by the European Court of Justice.

The Council of Europe

The European Convention on Human Rights
Perhaps the widest, yet also most individual, protection of the right to privacy is vested in the European Convention on Human Rights
. Article 8 ECHR states: 
Everyone has the right to respect for his private and family life, his home and his correspondence. 
It is not an absolute right; it is qualified in the limitation clause in paragraph 2 of art. 8: 
There shall be no interference by a public authority with the exercise of the right except such as is in accordance with the law and is necessary in a democratic society in the interest of national security, public safety or the economic well-being of the country, for the protection of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. 
The European Court of Human Rights has interpreted this right in relation to counter-terrorism measures. It has developed some guidelines for determining whether a state has unduly limited the right.
The Court first decides whether the measure actually amounts to an interference with the right to privacy. If the interference is grave enough, the Court considers whether this interference was permitted. In order to determine this, two conditions must be met: 

1) The measure must be based on a national law.

2) The measure must be ‘necessary in a democratic society’.

In practice this means that the Court examines the quality of the national law, and considers whether the national law provides enough safeguards against abuse. An important requirement the Court imposes on the national law is the foreseeability of who may be subject to surveillance and under what circumstances.

If the Court finds that the first condition has not been met, it omits to examine the second part of the cumulative test: the question is whether the measure is necessary in a democratic society for the protection of national security, public safety or the economic well-being of the country, for the protection of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others. However, it is argued that also in cases where there is a sufficient basis in national law, the Court often does not address this very relevant question
 and does not examine the proportionality of the measure: Does the benefit reaped by imposing the measure outweigh the drawbacks? And which values should be considered, when considering what balance is to be struck?

The Court does not provide clear answers in this regard
. It merely assesses procedural safeguards against abuse and further leaves it to the state to make the right assessment on the threat to its security and the appropriateness of the measures to counter it.
 

The Committee of Ministers
In addition to the European Court of Human Rights, the Committee of Ministers of the Council of Europe also interprets the Convention and gives recommendations about the practical application of the protection of human rights in a specific context. 
Convention 108 for the protection of Individuals with regard to Automatic Processing of Personal Data (1981) contains another privacy protection by the Council of Europe. However, as pointed out by the European Data Protection Authorities, this Convention “is too general to effectively safeguard data protection in the area of law enforcement…”
 
A more particular protection mechanism is expressed in the Committee of Ministers Recommendation (2005) 10 on “special investigation techniques” in relation to serious crimes including acts of terrorism. Though the recommendation is not legally binding, it does reflect a consensus among European ministers as to how to deal with the use of detection technologies, while also preserving the right to privacy. Besides upholding the general principles enshrined in the ECHR, the Recommendation states that “the use of special investigation techniques should be appropriate for efficient criminal investigation and prosecution.”
 It furthermore states that “the use of special investigation techniques is conditional upon a sufficient reason to believe that a serious crime is being committed or prepared, by one or more persons or an as-yet-unidentified individuals or group of individuals.”
 This is an important principle: it allows the use of special investigation techniques against persons who were not previously suspects in a criminal investigation. This widens the target group significantly.

As Deliverable 5.1 shows, the approach taken by the Committee of Ministers’ recommendation (2005) 10 generally fits within liberal theory.  However, surveillance for the prevention of crime is permissible provided that choice of the subject of surveillance is evidence-based, and not, as point 4 of the recommendation suggests an unidentified person.

Factors to consider

These legal protections for privacy point to aspects of detection technologies that are relevant to ethics and human rights. 
Legitimate aim, Proportionality and Necessity
From the principles articulated in the Framework Decision and from the interpretation of art. 8 it becomes clear that the following factors are of relevance when assessing a technology’s impact on privacy: 

Legitimate aim; does the detection technology pursue a legitimate aim? And is this provided for by a sound national law? In this paper, it is assumed that the detection of terrorists and their whereabouts is indeed a legitimate aim.
 
More interesting to discuss is whether the technology fulfils the requirements of proportionality, necessity and subsidiarity.  In other words, could the same goal be reached by means that cause less intrusion? Is the loss of civil liberty proportionate to the gain in security?

Proportionality might depend on how transparent the use of the technology is. Transparency implies that potential data subjects are informed about the use of detection technologies in certain areas either through signage or the unconcealed placement of the camera. Though knowingly subjecting oneself to such surveillance does not imply consent in the sense of approval, the transparent use of the technology gives the potential data subject some level of choice whether or not to enter that area and thereby subject themselves to surveillance. 

Target group

Besides strictly legal factors, liberal theory could be used to identify other factors to consider. Following the arguments presented in Deliverable 5.1, another important factor that should be considered is whether the decision to employ a detection technology on a specific person or group of persons is evidence-based. In other words, it is important to consider who is targeted by the detection technology and for what reason. Preventive policing, investigating offences before they are being committed, can be targeted against persons against whom there are reasonable grounds to believe that he/she is involved in terrorist activities. However, preventive policing, which imposes surveillance on large groups of persons against whom there is no concrete evidence, is questionable.  

‘Personal’ data

Detection technologies gather data, but what kind of data is collected and what is done with it?

The notion of privacy as informational privacy gives rise to the question what kind of intelligence is sought, and whether the combined data uniquely identifies one person.  It is important to distinguish what kind of data is gathered and whether this data was voluntarily made public e.g. pictures posted on public social network website can (depending on the use of built-in access restrictions) not be expected to be considered private. 

Efficiency and Effectiveness

Following the Committee of Ministers’ Recommendation, which stated that special investigation techniques should be used for the efficient investigation and prosecution of crime, another relevant factor is the effectiveness of a technology. It could be argued that a highly efficient detection technology, with a high accuracy rate is more proportionate. The interference with privacy may be substantial, but it may be outweighed by the fact that the technology indeed generates excellent results in gathering information about terrorists at low costs.
 

An important factor to consider is the ratio between false positives and false negatives. A false positive is when the system identifies a terrorist plot that really isn’t one. A false negative is when the system misses an actual terrorist suspect or plot. Depending on how detection algorithms are set up, one can err on one side or the other: increase the number of false positives to ensure one is less likely to miss an actual terrorist plot, or reduce the number of false positives at the expense of missing terrorist plots. 

Function and Mission creep

How likely is it that the technology will be used for other purposes than originally intended, and permitted by law? This could either be through misuse by its operator, or through function creep. Function Creep describes the phenomenon of intelligence being gathered for a specific (legitimate) purpose, while over time being used for other purposes.

Privacy Enhancing Technologies (PET’s)

Some technologies can with a modification become more protective of privacy. Collected data can be placed in secure locations, with passwords, and with limited access. Another PET could be a software application that anonymizes the data. For the review of detection technologies it is therefore important to consider the extent to which PET’s are implemented or offered with the detection technologies. 

Part II Technologies
Definition 

For the purpose of this paper the definition of detection technologies is derived from the Commissions’ Green Paper: “A detection technology can be almost anything used to detect something in a security context, with the focus on law enforcement, customs or security authority.”
 There are several categories: Hand-held detectors, detection portals, surveillance solutions, detection of biometrics, data-and text-mining tools, and other software-based detection tools.
 

The classification of the technologies requires reflection. They could be presented by the object they detect, their technological features or by the potential harm they cause. Each classification has its merits. This paper follows the categorization of detection technologies according to the technology model presented by the PRISE project.
 It recognizes four basic technologies: Communication Technology, Sensors, Data Storage and Analysis and Decision Support. As becomes clear in the PRISE report, Data storage and Decision Support technologies are closely linked. In this paper, these categories will therefore be merged. The PRISE categorization is based on the idea that most applications draw on many different basic technologies and in doing so inherit the risks associated with the basic technologies.

The technologies presented in each category are typical examples of the basic technology. The last part considers general risks associated with detection technologies not attributable to one specific basic technology.
Communication technology
Though technologies to monitor communications have improved rapidly, they have been in use for decades. It is necessary to differentiate between the different forms of surveillance of telecommunications. The procedures to install interception of communications, i.e. the content of conversations, differ from country to country, though it can be said that this technology is widely used in the EU. According to the Max Planck Institute Italy leads the way in the number of intercepted phone calls, with 76 intercepts per 100.000 of the population. By comparison:
1. Italy 76

2. Netherlands 62

3. Sweden 33

4. Germany 23,5

5. England and Wales 6

The use of interception of communication raises concerns. In the UK, the Interception of Communications Commissioner found that 4000 errors were made between 2005 and 2006. Most errors concerned inappropriate requests to obtain lists of telephone calls and individual email addresses, but 67 mistakes led to the direct interception of communications.
 

In Italy, the phone conversations of former governor of the Bank of Italy, Antonio Fazio, were intercepted. The content of some of those conversations concerning a commercial take-over were leaked, leading to a scandal that forced Mr. Fazio to resign. 

Unlike those of most EU countries, Greece’s Constitution renders the secrecy of letters and all other forms of free correspondence or communication absolutely inviolable. This is strictly enforced by the Greek Data Protection Authorities.
 

In Norway, a recent evaluation of investigation methods found that in cases where interception of communication is used, in 45 percent of the cases this investigative method is of significance in solving the case. However, the report also notes that communications surveillance relatively often captures conversations of a private nature that are of no significance for the investigation of a case. However, the Evaluation Committee is assured by the safeguards provided by the oversight system consisting of the Communications Surveillance Oversight Committee and the Norwegian Parliamentary Intelligence Oversight Committee.
 

The use of surveillance of communications is a popular method for intelligence-gathering in counter-terrorism. However its covert and widespread use on persons on whom no concrete suspicion rests raises the question of its proportionality. 

Furthermore, recent developments in technologies that avoid interception, such as the Secuvoice micro SD card developed by Secusmart,
 require constant adaptation and innovation to make this technology a successful tool in counter-terrorism. Again, further research into the exact effect, the safeguards and function creep is necessary to determine whether the continuing increase of the use of this detection technology is legitimate. 

Sensors

A sensor is a device that converts a property of the physical world into an electric signal. The technology is widely used for applications ranging from Closed Circuit Television (CCTV), to readers for ID Cards. A specific subset of sensor technology is biometric technology. In the following paragraphs both traditional technologies such as camera surveillance and developing technologies such as body scanners will be discussed. 

Camera Surveillance

Camera surveillance seems to be everywhere, but closer observation leads to the conclusion that its use varies significantly across Europe. With the UK topping the list with 9000 cameras in the London public transport system alone, France comes second with 6500 cameras in Parisian public transport, and in total 340,000 authorized cameras in France. In contrast, Denmark restricts general CCTV monitoring by preventing the installation of CCTV cameras in public areas that would allow the identification of individuals or groups. The installation of CCTV cameras in shops however is permitted. 

The quality of CCTV surveillance has developed rapidly. One of the latest systems in use is the Navtech-Ganz
 system which automatically detects, tracks, and records people as they enter a specified zone. The system keeps them under surveillance as they move about. With its built-in wipers it can operate in all weather conditions and delivers crisp, clear images. 

The effective detection of terrorists largely depends on the quality of the image. Enhanced cameras can therefore be regarded to be more effective and therefore also more likely to be proportionate.  In contrast, the better quality of the image is a negative determinant for the installation of cameras in Denmark. 

When discussing CCTV surveillance, a distinction should be made between overt and covert use. In public areas, the transparent use of CCTV is generally accepted.  Problems arise where CCTV is unannounced or directed at private areas. In Norway, as in most European countries, surveillance directed at a private location from a public location is allowed
 on the grounds that it is no worse than looking through a window, which in itself does not violate privacy. However, the newest cameras are able to see more than just the naked eye.  This fact may threaten the distinction between “public” and “private” areas. 

An example of the latest technological developments in camera surveillance is the new adaptable infrared illuminators supplied by CBC. The IR500/2060 model provides night time illumination of up to 100 metres.
  This piece of equipment would be able to see far more than the naked eye and is therefore not equal to ‘looking through a window’. It is therefore prone to interfere with privacy. 

Besides privacy concerns, real time monitoring of CCTV by the police gives rise to another legal problem. Through real time monitoring, the police now have knowledge of unfolding illegal events. This raises the question of liability. With knowledge of occurring illegal conduct, the police has a duty to respond to stop such conduct. Moreover, it has a duty to respond adequately to protect citizens from harm. The police could subsequently be held liable for inadequate response and the harm suffered therefrom. 

Sensor Technology under development 

Within the Seventh Framework Program’s security call, numerous technologies are being developed to aid in counter-terrorism efforts.  The Automatic Detection of Abnormal Behaviour and Threats (ADABTS), Security of Aircraft in the Future European Environment (SAFEE) and iDectect 4ALL are examples of technologies using sensor technology.

Automatic Detection of Abnormal Behaviour and Threats (ADABTS)

Within the seventh Framework Program, Automatic Detection of Abnormal Behaviour and Threats in crowded spaces (ADABTS) aims to develop models for abnormal behaviour and threat behaviours and algorithms for automatic detection of such behaviours as well as deviations from normal behaviour in surveillance data. According to ADABTS’ work description, it will “create models of behaviour that can be used to describe behaviours to be detected and how they can be observed. Such models will enable the prediction of the evolution of behaviour; so that potentially threatening behaviour can be detected as it unfolds, thus enabling pro-active surveillance.” ADABTS further promises that based on video and acoustic sensors coupled with specific algorithms, it will be able to detect the presence of the (potentially) threatening behaviour and to detect behaviour that is not considered normal.

Depending on whether this technology is used in public or in private spaces, and on which legal basis, the privacy impact of this technology may be comparable with normal CCTV. However, as long as there is a privacy impact, an assessment of proportionality is needed. One way of determining how proportionate a detection technology is, is by considering how effective the technology is compared with the intrusion it causes. And this is where there might be reason for concern. The project is based on the assumption that terrorists behave abnormally. However, looking at perpetrators of recent terrorist attacks, it can be concluded that the majority of them seemed quite ‘normal’. To determine what ‘abnormal behaviour’ looks like seems like a challenging task. To translate that behaviour in an algorithm that, with accuracy, can distinct between an anxious an agitated ‘normal’ person, or an agitated terrorist, seems beyond challenging. The accuracy of such technology is however of great importance in determining how useful and thereby proportionate it is. The possibilities of innocent people being falsely indicated as terrorists (false-positives) should be minimal in order to diminish the impact on privacy. While at the same time, the margin of ‘abnormality’ should be wide enough to detect all possible terrorists, including the ones that may look ‘normal’. 

Security of Aircraft in the Future European Environment (SAFEE)

A similar project, SAFEE, develops a detection device to detect unlawful interference onboard aircrafts. The project’s baseline is the assumption that, as past experiences have shown, upstream identification control and airport specific security may have all been completed, but terrorist may still slip through. The project is focused on the implementation of a wide spectrum of threat sensing systems, and the corresponding response actions against physical persons or electronic intruders. 

The project entails five components starting with onboard camera surveillance that monitors all passengers and reads their facial expressions in order to detect ‘abnormal’ behaviour that could indicate a terrorist. The other components consist of threat assessments and automated decision making on diverting the plane from its original route.
  

Similar to the ADABTS project, SAFEE works from the assumption that an algorithm can distinguish the nervousness of a passenger who is afraid of flying from the nervousness of a terrorist about to attack an aircraft. As described above, this in itself is a challenging task. Moreover, SAFEE attaches great consequences to this less than optimal identification of terrorist threats by basing automated decision making on this identification. The practical application of this technology is therefore uncertain, and it’s proportionality to the right to privacy questionable. 

iDetect 4ALL

Another Seventh Framework Program project, iDetecT 4ALL, aims at bringing sensor technology to a higher level. Its goal is to develop innovative optical intruder sensing and authentication technologies that will significantly improve security systems performance, available at an affordable cost, leading to the widespread availability of affordable security, allowing more protection for infrastructures. It will develop a novel phonetic sensing technology that allows both detection and authentication of objects by a single sensor, which, according to iDetecT 4 All, dramatically improves the performance reliability of the security system.
 

This technology is aimed at detecting intruders. Only those who illegally enter premises equipped with this technology are likely to be subject to this kind of surveillance. The transparency of the use of this technology would be greatly enhanced by a mandatory notification on the premises that this technology is in operation there. It would then provide people with the choice of whether or not to enter those premises. 

In addition, it is relevant what data will be registered, if any at all. As a recent complaint to the Dutch national ombudsman illustrates, intruders also have some right to privacy. A complaint was filed by the Federation of Law Violators arguing that the police violated the right to privacy of one of the Federation’s members by posting surveillance images on the internet showing a man intrude and search a private living room. According to the Federation, the intruder could not have known that he was being filmed, and thereby the principle of transparency was not adhered to. Such surveillance material may only be made public in the interest of the investigation and with the authorisation of a prosecutor. Though both requirements were met, the Federation deemed it necessary to file a complaint to demonstrate the growing concerns about privacy.
 This case illustrates the importance of the principle of transparency.  

Biometrics

Biometric technology is a subset of sensors which uses body parts and features to identify people and authenticate that they are who they say they are. This makes the technology interesting for identity control and security checks.

Biometric Passport

Within the EU it has been agreed that passports should include an RFID-chip containing, besides the regular personal data, a picture and fingerprints of both index fingers. 

There are several concerns about this technology. Firstly, the essence of RFID technology involves the quick transmission of information over a wireless connection, by holding the chip close to a reader. However, RFID readers are easily obtainable and it is therefore possible that someone other than passport control personnel could covertly read passports. Although it is said that the chip contains several safeguards against hacking and the unauthorized reading of data on the chip, a team from Radboud University and Lausitz University proved how easy it is to remotely detect the presence of a passport and determine its nationality.
 

Secondly, the chip has room to store much more data. Though not currently planned, this could in the future be used to store additional personal data such as whether or not a person has outstanding tax payments. 

Thirdly, the EU’s own Data Protection Supervisor, Peter Hustinx, has pointed out that in 2 to 3 percent of the passports, there is something wrong with the biometric data.
 This could lead to mistaken identities and other mix-ups in which people can be denied admission to planes or access to services.

Despite these concerns, the Netherlands started taking fingerprints for new passports in September 2009. In October 2009, the UK awarded Sagem Securite with a contract to supply and maintain a biometric management solution for British travel and identity documents. 

Body Scan

Another application of biometric technology is for the screening of passengers at airports. While passengers stand in a booth, millimetre waves are beamed to create a virtual three-dimensional image from the reflected energy. The scanner essentially creates a ‘naked’ image of the passenger which makes it easy to detect weapons or other items prohibited on board an aircraft. The full body scan also shows breast enlargements, body piercings and a clear black-and-white outline of the passengers’ genitals. The image taken can in some cases be very identifiable. The data sought by this technology can therefore be considered personal data. Though both the producer of the UK scanners, RapiScan Systems, and airport authorities guarantee the immediate deletion of the image, worries arise over who actually sees this image and how necessary this system is. 

The systems have been on trial at London Heathrow Airport from 2004 to 2008 and will now be introduced at several airports in the UK. Similar systems made by Smiths Detection have been on trial at Helsinki and Schiphol Airport. The systems are deemed very efficient because passengers no longer have to remove their coats, shoes and belts as they go through security checks, which saves time and hassle for the passengers. Some may even prefer the body scan as it replaces the patting or touching of someone’s body. 

Though the time saving and reduction of inconvenience are noteworthy, the systems receive varied responses from the public. Some initial reactions range from: ‘absolutely disgusting’ to ‘why not?’.
 To consider the second reaction first, why not take this precaution for the sake of one’s own security, as would one do by showing his body to a physician when concerned about health? The comparison works up to a point, but the important issue of choice is dissimilar in the two situations. People can choose to go to a physician, and for woman who prefer so, a female physician can often be accommodated. The security checks at airports are mandatory and for the passenger it is not clear who is looking at the image, let alone that a passenger can choose between different persons. Of course it can be argued that people also have a choice whether or not to fly and thereby have a choice whether or not to subject themselves to the body scan, however this can not be considered a fair choice if it would imply that one is banned from travelling by air. 

When it comes to revealing one’s body, it is important to have control over the audience. It should, to the highest degree possible, also be a matter of personal choice. The analogy of the ‘naked eye’ standard for the use of cameras can be applied to body scanners. Whereas cameras are allowed to see whatever the naked eye could see, the body scanner sees far more than the naked eye. It sees underneath clothes and reveals body shapes. However, the fact that it is ‘just’ a machine watching, instead of having to undress in front of a person, may make it less personal and therefore less intrusive. 

There are two ways to lessen the concerns over privacy arising from the use of this technology:

1. By giving passengers a choice, to go through the normal metal detector first. If this gives reason for further inspection, the passenger can choose the ordinary pat-down method or the body scanner. 

2. By installing genital blurring software that fades the genital area. Another similar application would be to fade the face, or to project the image on a dummy, thereby anonimyzing the image.

In general, the use of biometric technology carries the risk of intrusion through processing personal data. Facial images, fingerprints and body images (including face) are identifiable data and should therefore be processed with the utmost care. As for the body scanner, though images may not be stored, uncertainty arises over who is authorized to see the images. For the passport, there is uncertainty over the safety of the RFID chips. Both technologies under discussion require careful reconsideration because of the sensitivity of the data they process and the insufficient guarantees against abuse.

Data mining and Analysis and Decision support
Data mining is the process of extracting patterns from data. 
 Data mining involves the use of sophisticated tools to discover previously unknown, valid patterns and relationships in large data sets. These tools can include statistical models, mathematical algorithms, and machine learning methods. Consequently data mining consists of more than collecting and managing data, it also includes analysis and prediction. 

Government agencies routinely mine databases to create meaning out of minutiae. Information can be derived from existing databases such as telephone records. A valuable source seems to be the traffic data of communications. Traffic data consists of information about who is calling whom, from which location and at what time.  In the EU, the retention of traffic data is regulated by Directive 2006/24/EC, which requires that such data is kept for a period from 6 months to 2 years.

A popular form of data mining is network analysis, which entails looking for underlying connections between people. Social network analysis could seek to create a ‘map’ that shows characteristics unique among terrorist networks. The challenge, however, is to find enough unique characteristics to differentiate terrorist social networks from those of non-terrorists. In order to shift through the data effectively, profiles are being used. Profiling is an investigative technique taking information from various sources about people, which may include their ethnicity, race, nationality, religion and travel movements. It is a technique whereby a set of characteristics of a particular class of person is inferred from past experience. Subsequently, databases are searched for individuals with a close fit to that set of characteristics.  But “there are no clear-cut definitions for what defines terrorist behaviour.”

This means that analysts are faced with trying to find something that relates all these different variables across potentially billions of records. It seems like a needle in a haystack problem. 

The statistics on effectiveness for data mining programs are less than impressive. Bruce Schneier conducted calculations on the accuracy of data mining systems in the US. According to Schneier, a data mining system with an assumed accuracy rate of 99 percent false positive, (one in 100 is false positive) and 99.9 % false negative (one in 1000 is false negative), and 1 trillion possible indicators (being 10 communications, per person, per day) will generate 1 billion false alarms for every real terrorist plot it uncovers. In practice this means that the police will have to investigate 27 million potential plots every day, in order to find one real terrorist plot per month. 

Despite these figures, a French consortium of researcher is optimistic about the development of the CAHORS project, whose ultimate goal is the development of a global information management platform. “The CAHORS platform is intended to help intelligence operators through the whole data processing chain i.e. from data collection and filtering to understanding and decision support tools. A strong emphasis is being laid on the crucial information evaluation task which is based on textual data only. It anticipates contributing in the fight against terrorism by providing information seriousness assessment, social networks monitoring and information trends monitoring.” 

Besides the concerns about the effectiveness of data mining, the issue of privacy also need to be considered. Privacy concerns based on profiling first arose in the US, where the Total Information Awareness data mining program was used to collect as much data as possible on every citizen. The public outcry that followed made Congress cut funding for this program in 2003. In the European Union, however, there seem to be two conflicting trends. On the one hand, EU Member States are implementing the Data Retention Directive, which enables the creation of massive databases from which information can be mined. On the other hand, the European Parliament expressed its concerns over profiling, notably on the basis of ethnicity and race, in a recommendation to the Council of 24 April 2009.
 
The speed of implementation of the Data Retention Directive varies across European jurisdictions. This is due to the different appreciation of the vulnerabilities carried by databases, such as the large scale loss of data, leaks of sensitive data, the misuse of data and incomplete or inaccurate data.
 

Though the Directive specifically mentions data will only be used for the investigation of serious crimes and for combating terrorism, citizens are afraid of mission creep in the legislation, meaning that the data may in the future also be used to combat less severe crime.
 

General risks of information gathering
Meeting the necessity and proportionality requirements for introducing security technology largely depends on how the technology is used in practice. To determine its proportionality, the effectiveness of a technology is very relevant. The detection technologies presented show that the principle of transparency is also of importance in determining how proportionate the use of a technology is. The more overt the use of the technology, the more acceptable it seems. There are some other general concerns not specific to any particular detection technology.

Chilling effect
The use of detection technologies can be regarded as having a general ‘chilling effect’. The fear of being watched or eavesdropped upon makes people change their behaviour, even behaviour that is not illegal or immoral. According to a poll on the effects of the implementation of the Data Retention Directive in Germany, 52 % of the people asked said they probably would not use telecommunication for contact with drug counsellors, psychotherapists or marriage counsellors because of data retention. 11% said they had already abstained from using phone, cell phone or email in certain occasions.
 
Questionable effectiveness due to information overload

With the increased availability and ever-improving functionality of detection technologies, the volume of data gathered increases exponentially each year. This carries the risk of overwhelming intelligence agencies with more information than they can meaningfully handle, making widespread use of surveillance on the whole less effective. As Richard English points out, “The US’ unpreparedness for 9/11 arose partly from inadequate security coordination. There was also a failure to understand and interpret the mass of data actually in the authorities’ possession, and there was a lack of the assets necessary to acquire and monitor essential materials.”

Positive outcomes detection technologies

Though the concerns and potential risks are many, one should not lose track of the positive effects of detection technologies. Many terrorist attacks have been foiled due to the use of detection technologies. The Norwegian Defence research Establishment (FFI) identified 15 thwarted mass casualty attacks designed to take a great number of lives since 2001. Transecur puts that number up to 19, with five in both France and Spain, three each in Germany and Britain and one in Belgium, Italy and the Netherlands.
 

Though the chilling effect of detection technologies is negative when it concerns legitimate behaviour, the chilling effect of detection technologies can also have value as a deterrent. The panopticon effect favoured by Jeremy Bentham describes the phenomenon of prisoners being observed from a known viewing point, without knowing whether this viewing point is manned
. Projecting this phenomenon on modern society, the panoptican effect would mean that people would choose to refrain from illegal conduct altogether, because they do not know exactly when they are being watched. The widespread use of detection technologies is by some suggested to have such an effect. 
  

Part III Conclusions

The deployment and development of detection technologies is rapid and seems inevitable. The positive effect of their use is evident from the many foiled terrorist attempts. It can further be stated that if used as designed and authorized by a proper national law, which includes safeguards against abuse, most detection technologies as such do not pose a great risk to the right to privacy. 

However, effective they may be, the use of detection technologies is not unlimited. 

Privacy is protected in national and international legislation which prescribe that the limitation to privacy, due to the use of detection technologies, should be proportionate to the aim it pursues. 

It remains to be seen whether the detection technologies that have been introduced stand the test of proportionality. This test is of essence in determining whether the use of these technologies is permissible under law. When assessing proportionality the actual usage of the technology is of relevance. The risk that a technology disproportionately infringes privacy is dependent on, among other factors, the likelihood that the technology is misused, either by using the technology for other means than those for which it was initially authorized, by inaccurate use, e.g. ‘losing’ gathered data, or by not proving as effective as anticipated at its authorization. As explained earlier, the right to privacy may in certain cases be limited, but this has to be proportionate to the gain in security. If the gain is very minimal (i.e. the use of the technology does not lead to an increase in the detection of terrorists) the extent to which privacy may be infringed is also limited. To assess how great these risks are, further research is required to evaluate the use, the likelihood of abuse and the effectiveness (i.e. the gain in security). These aspects will be evaluated in Deliverable 17.2. 

A sound legal basis that adheres to the requirement of foreseeability, and careful consideration for the proportionality and effectiveness of detection technologies are therefore of the essence when authorizing their use. Detection technologies and surveillance imposed outside such a legal framework should under no circumstances take place. As contemporary philosopher A.C. Grayling so accurately observed: “Indeed the threat of terrorism is real and present. The need to fight it by means of surveillance seems inevitable. Yet the destruction of civil liberties is not the way to combat terrorism. On the contrary: part of the right to way to combat threats to the liberal order is to reassert and defend its values. Terrorists – as their very name suggests – seek to frighten their victims into self repression, thus making their victims do their work for them, achieving what the terrorist’ brand of religious or political orthodoxy would achieve if they could impose it. To reduce our own liberties in supposed self-defence is thus to hand the victory to the terrorist at no further cost to them.” 
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