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Executive Summary 

This paper on unilateral exceptions to human rights and international law in the fight against terrorism prepares the ground for two further deliverables under the DETECTER project, namely a policy-oriented paper summarizing the results and applying them in respect of EU law and policies, and a study specifically addressing detection technologies.  It is well known that many governments have resorted to a wide range of constructions to justify, under international law, their unilateral exceptions to human rights in the name of countering terrorism. This paper seeks to take stock of a whole range of arguments, doctrines or constructions that states may resort to when seeking to justify their unilateral exceptions to human rights norms in the fight against terrorism. Many of those constructions have a valid legal basis and a proper scope of application. However, they also have their limitations, to the effect that often they affect only a specific treaty, or the availability of a procedure, but do not affect the substantive obligations of the state in question under international law. In many cases this results from the overlap of treaty law and customary norms of international law. Some of the constructions are open to abuse, i.e. bad faith efforts to distort international law to the detriment of human rights. Because of the complexity of the combined effect of the various excuses and exceptions, there is a need for a holistic approach that seeks to address the combined effect of the various constructions of unilateral exception.

Some of the main conclusions of the paper are highlighted in this executive summary. To start with, 
· None of the constructions discussed affects a state's obligations under peremptory norms of international law (jus cogens). 
· Outside that realm of peremptory norms, some of the constructions discussed have an impact upon both treaty law and customary international law, hence affecting the substantive human rights obligations of a state. This would be the case for the lex specialis effect of international humanitarian law during armed conflict but only when lex specialis is properly construed as an interpretive effect upon the scope or content of a particular human right. 
· Counter-terrorism measures may qualify as permissible limitations on human rights, again when properly construed. This conclusion calls for a rigorous test for permissible limitations, rather than an all-encompassing act of 'balancing'. 
· Most constructions discussed in this paper pertain merely to human rights treaties and do not affect the state's obligations under customary international law. As there is a high degree of substantive overlap between human rights treaties and customary norms of international law, resorting to these excuses therefore usually only has procedural consequences. It does not affect the substantive obligations of the state under international law, but precludes the competence of an international (or regional) human rights court or treaty body to address the breach of international law through its regular monitoring mechanisms. 

· The most relevant constructions of unilateral exceptions to human rights treaty obligations are the power of a state to declare a state of emergency and to derogate from some but not all of its human rights treaty obligations, reduction of the scope of a state's human rights obligations when it acts outside its own territory, the right to enter permissible reservations upon the signature or ratification of a treaty and, in some cases, withdrawal from a treaty.  

· There is some state practice of declaring a state of emergency because of acts of or a threat of terrorism. When applied under the fairly strict requirements for derogation enshrined in the treaties in question and when subject to international monitoring through the procedures available under the treaties in question, derogation is a permissible and even recommended mechanism for reacting to situations of a genuine threat to the life of the nation. 

· Although the European Court of Human Rights has in some cases implied that a state is not subject to exactly the same obligations when it is, through its agents, acting outside its own territory, caution is required when resorting to this excuse. Other human rights treaties and customary norms of human rights law may remain applicable, and even the position of the European Court of Human Rights appears to be shifting (or inconsistent).

· Somewhat surprisingly, states have not resorted to reservations under human rights treaties with express reference to terrorism. However, a very small number of existing reservations, including in respect of the right to a fair trial, may have a bearing upon the treatment of terrorism suspects. 

· Some, primarily regional, human rights treaties would allow for a state's unilateral withdrawal from the treaty. In practice, the option of withdrawal has figured in the political discourse, for instance after a government has received a ruling by a regional human rights court but no state has actually resorted to withdrawal from human rights treaties as a response to terrorism. 

1. Introduction

This paper first briefly indicates some issues concerning the definition of terrorism, for the purpose of formulating the actual research question (Section 2). The main part of the paper, Section 3, turns to identifying and confronting doctrines and legal constructions that seek to deny or reduce the applicability of human rights norms in the fight against terrorism. Often such doctrines seek to escape not only human rights treaty law but other norms of international law as well. Therefore, the discussion is not limited merely to human rights treaty law.  

Section 4 sets the scene for two further studies to be finalized during 2010. These are outlined in Section 5. First, work is underway on a policy-oriented paper on the consequences of the analysis presented here for EU law and policy. That paper is due in May 2010 as DETECTER deliverable D06 No. 2. In November 2010, a further paper (deliverable D06 No 3) will be submitted. That final deliverable of Work Package 4 will apply the results from the earlier papers specifically in respect of the use of detection technologies.

2. Terrorism and Related Notions

Although the United Nations has adopted a whole series of international treaties related to specific forms of terrorism, such as hostage-taking, nuclear terrorism, or terrorist bombings,
 work towards a comprehensive convention against terrorism is still underway.
 Governments have not been able to agree on the definition of terrorism.
 Differing views persist, inter alia, with regard to whether also states
 - and not only non-state actors
 - can commit acts of terrorism and whether the quest for self-determination
 could preclude an act otherwise falling under the definition of terrorism from being a form of terrorism
. These disagreements are more political than legal
, as it should be fairly easy to agree that it is the choice of morally inexcusable tactics, namely the sacrificing of innocent bystanders,
 that qualifies something as terrorism - not the identity of the perpetrator or the cause or ideology invoked.

Particularly in the aftermath of the terrorist attacks of 11 September 2001 (below: 9/11), governments have increasingly resorted to vague and broad definitions of terrorism. While this may have been triggered partly by a desire to respond to an unspecific threat posed by largely unknown and 'alien' terrorist groups, all too often governments even intended to target individuals or groups that do not deserve to be labelled as terrorist, such as political opposition groups, radical trade unions, vocal but nonviolent separatist movements, indigenous peoples, religious minorities, or even human rights defenders. At least for a while, the global consensus about the imperative of combating terrorism was so compelling that authoritarian governments could get away with their repressive practices whenever they renamed their opponents ‘terrorists’. For instance within European Union circles, this has resulted in critical reflections on the inability of the EU properly to address the situation in, for instance, Uzbekistan.

Of particular concern to the international protection of human rights is that in the aftermath of 9/11, repeated calls by the United Nations Security Council
 for action to combat terrorism, could be understood as leaving it to individual states to define what they mean by the term ‘terrorism’
 and what will be subject to the far-reaching measures authorized and required by the Security Council.  This has aggravated the potential risk for unintended human rights abuses and even the deliberate misuse of the term 'terrorism'. 
There is a clear risk that the international community’s use of the term of ‘terrorism’, without defining it, results in the unintentional international legitimization of conduct undertaken by oppressive regimes,
 through delivering the message that the international community wants strong action against ‘terrorism’ however defined. Besides situations where some states resort to the deliberate misuse of the term, there is reason for concern about the more frequent adoption in domestic anti-terrorism legislation of terminology that is not properly confined to countering terrorism.

The European Union partly addressed these concerns by adopting a Council Framework Decision on Combating Terrorism in 2002 which defines three types of terrorist offences.
 The main aim of the Decision was to harmonize the definition of terrorist offences in all  EU Member States, as in 2001 only six member states had a separate provisions on terrorist acts in their criminal law. The lack of a uniform definition potentially undermined possibilities for extradition or other forms of judicial cooperation which traditionally required double criminality. However, the EU Network of Independent Experts on Fundamental Rights stated that the definition in the Framework Decision was not adequate to meet the requirement of lawfulness
 which is especially relevant as this Decision formed the basis for EU initiatives such as the establishment of terrorist lists. It has been assessed that the Framework Decision contains adequate protections for human rights if its preamble and statements to be attached to it
 are fully applied.

Legal definitions of terrorism should refer to the methods used, not the underlying aim.
 What transforms political or ideological aspirations into terrorism is the decision by one or more morally responsible individual to employ the morally inexcusable tactics of deadly or otherwise serious violence against ‘civilians’, i.e. innocent bystanders or members of the general population or a segment of it.
 With the qualification that hostage-taking entails a threat of serious violence and should therefore be included in the definition, terrorism and terrorist crimes should always be defined so that such violence is an element of the definition.

Amongst UN Security Council resolutions calling for action against terrorism, Resolution 1566 (2004) comes closest to defining terrorism adequately
, by including the following three cumulative conditions:

1) Acts, including against civilians, committed with the intention of causing death or serious bodily injury, or the taking of hostages; and 

2) Irrespective of whether motivated by considerations of a political, philosophical, ideological, racial, ethnic, religious, or other similar nature, also committed for the purpose of provoking a state of terror in the general public or in a group of persons or particular persons, intimidating a population, or compelling a government or an international organization to do or to abstain from doing any act; and 

3) Such acts constituting offences within the scope of and as defined in the international conventions and protocols relating to terrorism.

The third condition, that only acts constituting offences within existing terrorism-related conventions may fall under the terrorism definition, includes an important rule-of-law based delimitation of the notion of terrorism. However, two caveats are in order here. Firstly, not all of the international conventions that are today listed as conventions against terrorism were originally intended to cover instances of terrorism alone. For instance, the 1971 Montreal Convention for the Suppression of Unlawful Acts against the Safety of Civil Aviation seeks generally to protect the security of civilian aircraft and therefore addresses also petty offences that do not deserve to be referred to as terrorism.
 Therefore, even Security Council resolution 1566 may in certain respects be over-inclusive in defining terrorism.
Secondly, the delimitation contained in the Security Council resolution is appropriate on the international level, as the Security Council has no authority to call states to action against forms of terrorism that have not been qualified as such by the international community. But there may be situations where a particular state feels compelled to implement additional counter-terrorist measures according to specific regional or domestic threats. Where there is evidence that a state must respond to domestic or regional terrorist threats, it may therefore have genuine reasons to proscribe acts that fall outside the scope of offences under the existing universal terrorism-related conventions. What then comes into play is the requirement that any national definitions of crimes must meet the requirement of legality, enshrined in the non-derogable provision of Article 15 of the International Covenant on Civil and Political Rights (ICCPR). 

In the absence of an internationally agreed definition of terrorism, this last-mentioned provision of human rights law has come to serve, together with the prohibition against discrimination, as the basis for a 'checklist' for the conformity of definitions of terrorism or terrorist crimes with human rights. Besides the obvious element of a prohibition against the retroactive application of the criminal law, Article 15 ICCPR also includes the requirements of nullum crimen sine lege (all elements of a crime must be defined by the law), nulla poena sine lege (all punishments must be defined by the law), accessibility (the law must be publicly available), precision (the line between permitted and prohibited conduct must be clear), and foreseeability (the law must enable an individual to anticipate the consequences of his or her conduct). The safest way to secure compliance with these requirements is to base any definitions of terrorist crimes on an exhaustive list of already defined serious violent crimes. Criminalization of terrorist intent as such, or circular definitions that refer back to the word ‘terror’, or definitions that generally cover crimes against the state, regularly fail the test under Article 15 ICCPR. Among existing legal definitions of terrorism, the one contained in the EU Framework Decision is in principle a healthy one, as it is based on the exhaustive enumeration of pre-existing crimes that under certain additional requirements qualify as terrorist crimes.
 However, the list of ordinary crimes in the Framework Convention is rather lengthy and therefore does not distinguish terrorist crimes as a particularly serious category of crime, to a sufficient degree.

The above discussion on definitions of terrorism makes it obvious that when the remaining part of this paper discusses doctrines or arguments through which states seek to depart from their human rights obligations or other obligations under international law in the context of countering terrorism, there is no uniform definition of terrorism that could serve as a proper basis for defining the scope of the study. Rather, the starting point will be in the invocation of the term 'terrorism', however defined, by the state in question as justification for its departure from one or another norm of international law. This approach may be over-inclusive in the sense that it covers, besides action against terrorism as properly defined, also unintended or intentional broader use of the notion of terrorism. However, in order to avoid situations of under-inclusiveness, it must also be taken into account that sometimes counter-terrorism powers, or analogous powers, are triggered also with reference to terms such as 'state of emergency', 'national security', or 'extremism'. Such instances are also covered by the scope of this study, although most of the discussion focuses on situations where the term 'terrorism' is explicitly used by states.
3. Unilateral Exceptions to International Law and to Human Rights Norms in Particular

3.1 Sources of international law

As human rights law forms a part of the broader normative framework of public international law, the sources of human rights law are to be sought applying the general doctrine of public international law. Article 38 (1) of the Statute of the International Court of Justice
 provides an authoritative account of the sources of law to be applied by the Court. This list, widely understood as reflecting the catalogue of sources of international law generally, includes four items:

a. international conventions, whether general or particular, establishing rules expressly recognized by the contesting states;

b. international custom, as evidence of a general practice accepted as law;

c. the general principles of law recognized by civilized nations;

d. subject to the provisions of Article 59, judicial decisions and the teachings of the most highly qualified publicists of the various nations, as subsidiary means for the determination of rules of law.  

The fourth category (d) is, according to its formulation, clearly subsidiary in respect of the three preceding sources. Otherwise, there is no hierarchy between the sources of international law.
 In particular, treaty norms and customary law norms are equally authoritative and may result in deviations from each other. This should not be confused with the hierarchically superior position of peremptory norms of international law (jus cogens)
 which, as reflected in article 53 of the Vienna Convention of the Law of Treaties (VCLT),
 enjoy primacy in respect of treaty norms and result in the invalidity of a conflicting treaty norm.
 Although jus cogens norms - as being peremptory for all states - by definition fall within the category of customary international law, they can also be included in treaties. For instance, the prohibition against torture is a jus cogens norm based not only on customary law but also on a number of widely ratified treaties pertaining to human rights law and international humanitarian law. 
 Therefore, the hierarchically superior status of jus cogens norms does not imply any primacy of customary law in respect of treaty norms in general. 
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Figure 1. Treaty and custom are the two main sources of international law. Human rights norms may belong to one of them, or to the area where treaty and customary law norms overlap. Likewise, norms of international humanitarian law (IHL) may have their legal basis in treaty, custom or both. To a large extent norms of international humanitarian law overlap with norms of human rights law. Peremptory norms of international law (jus cogens) always qualify as customary law, even when they are expressed in a treaty. Many norms of jus cogens also fall within the realm of human rights law or humanitarian law, or both.

The third source of international law (general principles of law recognized by civilized nations) can be bypassed here, as its role has gradually been diminishing
 because of the evolution of both treaty and custom as true international sources of law
 to the effect that general principles of international nature would largely overlap with what is already covered by customary law. General principles of law may still be seen as a reference to legal principles of national legal systems, primarily in the field of private law, such as those pertaining to contractual relationships between two parties.

3.2 Typology of exceptions to be discussed

There is nothing new in the effort of governments to engage in legal argumentation to justify a measure that at first sight, or according another government or an individual, amounts to an internationally wrongful act
 or, more specifically, to a human rights violation. However, in the post-9/11 world of international terrorism and global measures of counter-terrorism such constructions have been transformed from legal arguments in a specific case or issue into a complex matrix of arguments, doctrines, concepts and interpretations. The overall effect of the various arguments and constructions is difficult to assess without the elaboration of a systematic approach. Therefore, the constructions in question will be addressed one after the other in order to assess their appropriateness and effect separately, and also their interrelationships.

The choice of the notion 'unilateral exceptions' seeks to demonstrate that at least primarily the constructions in question are invoked by a single state in its efforts to justify a measure that seemingly constitutes an internationally wrongful act. This said, it should however be added that many states resort to those constructions jointly with other states, or seeking support from the international community (such as United Nations bodies), or, in some cases, refer to action by others (such as the United Nations Security Council) as a part of the justification for their own measures. Hence, the reference to the constructions as 'unilateral' does not carry the connotation that a state invoking one or some of them would have chosen unilateralism, in contrast to multilateralism, as a framework for its international policy. However, there may very well be a correlation between the policy of unilateralism and an effort by an individual state to invoke a whole range of the constructions discussed below.

The discussion below will address the following range of unilateral exceptions:

a) Denial of the applicability of human rights law during armed confict (3.3)

b) Denial of status as protected persons under international humanitarian law (3.4)

c) The United Nations Charter as lex superior (3.5)

d) Denial of attribution to an individual state of action by intergovernmental organizations (3.6)

e) Denial of extraterritorial effect of human rights (treaties) (3.7)

f) Reservations to treaties (3.8)

g) Persistent objection to custom (3.9)

h) Derogation during times of emergency (3.10)

i) Overly broad use of permissible limitations or restrictions (3.11)

j) Withdrawal from treaties (3.12)

Thereafter, subsection 3.13 will apply a holistic approach to address the combined effect of the various constructions.

3.3 Denial of the applicability of human rights law during armed confict

Some governments have sought to justify their unilateral exceptions to international human rights norms by referring to a ‘war’ against terrorism
 which triggers the application of international humanitarian law. Such a position is usually
 factually incorrect, since acts of terrorism on their own constitute neither an international armed conflict between two or more states, nor a non-international armed conflict
 between a state and a non-state actor capable of conducting organized armed hostilities.
 Instead, terrorism should primarily be seen as a serious form of crime and fought within a law-enforcement paradigm.
 Therefore, the full applicability of human rights law as the proper legal framework for the rights of terrorist suspects or other persons affected by counter-terrorism measures should be the point of departure.

It is possible, however, that for a limited period of time and in respect of a specific geographic area, non-state actors referred to (by the state) as ‘terrorists’ may be engaged, as a party, in an armed conflict. The prime example is Afghanistan in late 2001, when members of Al-Qaida were engaged in an armed conflict against the US, siding with the local Taliban that constituted the de facto government of Afghanistan.
 When the Taliban ceased to be the de facto government of Afghanistan, the international armed conflict was over but continued in the form of a non-international armed conflict as long as identifiable parties were conducting organized armed hostilities against each other. Consequently, in exceptional cases what is referred to as 'terrorism' may qualify as pockets of armed conflict within a general law enforcement environment. But even in such rare circumstances human rights law remains applicable, although it may need to be interpreted in the light of more specific rules contained in international humanitarian law.

It has become customary to use the Latin notion of lex specialis when discussing the interrelationship between human rights law and humanitarian law. Indeed, lex specialis is one of the recognized tools for resolving conflicts between legal norms, including within international law or between different international treaties.
 However, as there are at least three different understandings of what lex specialis actually entails, sometimes reference to it is more a part of the problem than the answer.

(a) A broad meaning of lex specialis would imply that the applicability of a regime of more specific norms precludes the application of the more general ones. Hence, when international humanitarian law addresses an issue in more specific terms than human rights law, the latter would be set aside as a regime.
(b) A more modest version of lex specialis would not result in the exclusion of the more general normative framework but only in the primacy of the more specific norm in a concrete case. The International Court of Justice (ICJ) has used the notion of lex specialis to express this position, or perhaps a half-way approach between the first (exclusionary) position and the second (priority-based) position, when dealing with the interrelationship between humanitarian law and human rights law in situations of armed conflict. 

In its Advisory Opinion on the Legality of the Threat or Use of Nuclear Weapons the ICJ affirmed the applicability of human rights law, notably the International Covenant on Civil and Political Rights, also during armed conflict, stating that “the right not arbitrarily to be deprived of one’s life applies also in hostilities. The test of what constitutes an arbitrary deprivation of life, however, then must be determined by the applicable lex specialis, namely, the law applicable in armed conflict.”
 Similarly, but not identically, in its Advisory Opinion on the Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territories the ICJ pronounced: 

"... the protection offered by human rights conventions does not cease in case of armed conflict, save through the effect of provisions for derogation of the kind to be found in article 4 of the [ICCPR]. As regards the relationship between international humanitarian law and human rights law, there are thus three possible situations: some rights may be exclusively matters of international humanitarian law; others may be exclusively matters of human rights law; yet others may be matters of both these branches of international law."

(c) A third approach is represented by the treaty body that monitors compliance with the ICCPR, the Human Rights Committee, which applies the maxim of lex specialis in conformity with the VCLT as an interpretive tool, to the effect that the more specific norm informs the interpretation of the more generic one, and this takes place in both directions and not only in the sense of humanitarian law informing human rights law. Notably, in order to reduce confusion in the matter the Human Rights Committee does not even use the Latin expression of lex specialis when formulating its position:

"As implied in General Comment 29, the Covenant applies also in situations of armed conflict to which the rules of international humanitarian law are applicable. While, in respect of certain Covenant rights, more specific rules of international humanitarian law may be specially relevant for the purposes of the interpretation of Covenant rights, both spheres of law are complementary, not mutually exclusive."

Human rights law continues to apply in times of armed conflict. More specific norms of  international humanitarian law may inform the interpretation of human rights law but this does not mean that the latter could be pushed aside.
3.4 Denial of status as protected persons under international humanitarian law
Human rights law is based on the principle of universality. Human rights belong to every human person because of his or her membership in the human race, irrespective of color, nationality, sex, age, or other characteristics. In contrast, international humanitarian law evolved from the need to provide protection to some specific groups of people, because they are not legitimate targets of lethal force during an armed conflict. Therefore, a person's membership in categories such as combatants, civilians, prisoners of war, or wounded and sick is important for the proper application of humanitarian law.

During the Bush administration, the United States not only sought to exempt itself from obligations under human rights law through denying its extraterritorial reach
 and through a reference to humanitarian law as the lex specialis regime governing the situation during the ‘war on terror’. 
  It also sought to deny the application of concrete rules of humanitarian law by explaining that suspected terrorists fell outside all categories of protected persons under humanitarian law. Hence, they fell into what has been referred to as a legal black hole. In short, the doctrine of the Bush administration was that suspected terrorists were  

neither combatants nor civilians. The individuals the United States captured and detained in the context of the ‘war on terror’ were ‘unlawful alien enemy combatants’ who could be detained indefinitely without trial and without prisoner of war status.
 

Such a position is a misrepresentation of international humanitarian law. In situations of armed conflict, combatants (soldiers) can be lawfully targeted for the use of lethal force. The same goes for civilians who actively participate in hostilities but only as long as they are doing so.
 But as soon as a person is hors de combat, including as captured, he is entitled to protection under international humanitarian law either as a former combatant (now prisoner of war) or as a civilian. In case of a non-international armed conflict, the notion of prisoners of war is technically not applicable but the outcome is nevertheless the same. A person who was fighting on the side of the non-state actor, party to the conflict, may be detained either as a person suspected of a crime, as a security detainee held for the duration of hostilities analogously to prisoners of war, or as an interned civilian. In all these cases he remains protected under humanitarian law as a person who is not currently participating in hostilities. There is no legal black hole in humanitarian law between combatants and civilians, where suspected terrorists could be pushed into in order to deny to them the protection of the law. The notion of 'unlawful combatant' is merely an expression of convenience that does not carry legal consequences.

3.5 The United Nations Charter as lex superior

On occasion, governments have argued that their measures against terrorism, including those entailing negative consequences for human rights, are not at their discretion but amount to legal obligations under the United Nations Charter and its Chapter VII on the Security Council's power to impose upon member states mandatory measures in the name of international peace and security.  Under Article 103, the UN Charter trumps competing treaty obligations, including those emanating from human rights treaties.
 This argument was, for instance, presented by the delegation of the United Kingdom when appearing before the Human Rights Committee in October 2001, i.e. very soon after 9/11.

There is no contradiction between human rights and the UN Charter. On the contrary, the promotion of and respect for human rights has a central place in the purposes of the UN (Article 1), and the functions and powers of the Security Council are to be exercised in accordance with those purposes (Article 24, paragraph 2). Furthermore, the United Nations (Article 55) and its Member States (Article 56) are committed to promoting universal respect for, and observance of, human rights and fundamental freedoms for all. Counter-terrorism measures, even when adopted in the form of mandatory resolutions under Chapter VII, must be implemented in full compliance with human rights. Security Council resolution 1373 (2001) is a prime example in this context. While it is legally binding for member states as a Chapter VII resolution, there is nothing in it that makes it mandatory to deviate from the same states' human rights obligations when implementing the resolution. Some of the Security Council's subsequent counter-terrorism resolutions such as resolutions 1456 (2003), 1624 (2005) and 1822 (2008) include an explicit clause on member states' obligation to comply with human rights when implementing the measures.

The prime issue where tensions between human rights and Security Council resolutions have arisen in practice is the question of sanctions against individuals suspected of terrorism or of financing terrorism. Here, the Security Council exceptionally decides about measures against named individuals, leaving very little room for discretion at the level of implementation by member states. The appropriateness of the Security Council deciding as first and final instance on the fate of named individuals can be questioned under the United Nations Charter.

As long as the Security Council continues to impose sanctions against named individuals, member states shall implement such resolutions, while at the same time to the best of their ability complying with their human rights obligations. The United Nations is not involved in any general listing of terrorists. Instead, the listing system in place is based on Security Council Resolution 1267 of 1999, as amended, and is limited to individuals or entities belonging to or associated with Al-Qaida or the Taliban.
 The consolidated list of Al-Qaida and Taliban terrorists maintained by a separate Security Council committee, the 1267 Sanctions Committee, includes hundreds of individuals and entities.
 Increasingly, governments, domestic and regional courts,
 human rights treaty bodies,
 as well as many scholars,
 argue that as long as there is no effective independent review of listing and delisting decisions at the UN level, member states must secure such review in respect of their own measures implementing the UN-imposed sanctions.

3.6 Denial of attribution to an individual state of action by intergovernmental organizations

A related and sometimes overlapping argument invoked to escape the human rights obligations of an individual state is related to situations where the state is involved in the international administration of a territory, for instance by sending a national contingent to participate in international forces. Kosovo under Security Council resolution 1244 (1999) would be a prime example of such a situation where some of the traditional sovereign powers of the territorial state are exercised by the United Nations. Some states may seek to avoid state responsibility under international law by referring to the primacy of their UN Charter obligations
 and to the extraterritorial nature of their actions,
 and also by arguing that the action in question is to be attributed to the international organization rather than to individual states.

The argument just mentioned was accepted in the Behrami case by the European Court of Human Rights (ECtHR).
  According to the Court, the responsibility of individual states could not be held to account for the impugned acts and omissions of KFOR and UNMIK, which were directly attributable to the United Nations, an organisation of universal jurisdiction fulfilling its imperative collective security objective.
 As the United Nations had a legal personality separate from that of its member States and was not a Contracting Party to the European Convention on Human Rights (ECHR), the ECtHR concluded that the applicants' complaints in those cases had to be declared incompatible with the provisions of the ECHR ratione personae.
 

The same Court has referred to Behrami as a precedent to declare inadmissible several other complaints which related to the conduct of states who were acting on behalf of the UN, such as states acting as part of KFOR in Kosovo.
  It has also applied the reasoning to the measures imposed on Bosnian citizens by the High Representative for Bosnia whose function was created by the Dayton agreement. 
 

However, these decisions have been heavily criticized, inter alia, for failing to recognize that it is fully possible for two entities (the United Nations and an individual State) both to bear responsibility.
 Indeed, the Articles on State Responsibility, elaborated by the International Law Commission and softly endorsed by the General Assembly,
 lay out a full range of situations where there can be overlapping responsibility by more than one state.
 The responsibility of an individual state needs to be assessed independently of whether other states or intergovernmental organizations possibly also bear responsibility for the allegedly internationally wrongful act at issue.
 Hence, the fact that a measure that has a negative effect upon the enjoyment of human rights may be attributable to an international organization -- irrespective of how underdeveloped the mechanisms to make that organization accountable are -- does not preclude its attribution also to one or more individual states. In its General Comment No. 31 and its practice when considering state party reports, the Human Rights Committee has consistently held that a state retains responsibility over the conduct of a national contingent participating in international forces abroad.

Among critics of the position taken by the ECtHR, Sari claims that the court’s venture into the issue of attribution was a mistake, since the question of state jurisdiction is a preliminary matter which logically must be dealt with before attribution.
 Milanovic, in turn, demonstrates that the ECtHR analysis is entirely at odds with the established rules of responsibility in international law, and is equally dubious as a matter of policy. In his view the Court’s decision can be only be explained by its reluctance to decide on the questions of state jurisdiction and norm conflict, the latter issue becoming the clearest when Behrami is compared to the Al Jedda judgment of the House of Lords.

The issue of attribution arose directly before the House of Lords in the Al Jedda case, where the UK Secretary of State for Defence relied on Behrami to argue that the detention of Al-Jedda in Basra, Iraq, should be ‘attributable to the UN and thus [it should be held] outside the scope of the ECHR'. 
 In rejecting that position, the House of Lords primarily relied on the substantial differences between the MNF in Iraq and KFOR in Kosovo in order to reach the verdict that the UN was not responsible for Al Jedda’s detention. Nevertheless, its judgment contains elements that call into question the ECtHR approach of attributing conduct only to a state or only to the UN, and not to both of them when the circumstances so require. As has been stated by Orakhelashvili, the House of Lords would have been more convincing
 by “delving further into the reasoning of the European Court of Human Rights” in order to acknowledge “the deeper problems inherent in the reasoning of the European Court.”

3.7 Denial of extraterritorial effect of human rights (treaties)

A separate challenge to the applicability of human rights in the counter-terrorism context is the argument that human rights obligations are territorial in scope, limited to a state’s own territory where it exercises full jurisdiction.
 For example, governments may establish detention centres abroad and argue that constitutional guarantees do not apply there. As human rights treaties are said to be territorial in scope, they would also not apply. Therefore, detention without court review would be 'lawful'.

While this argument has some support in the wording of Article 2(1) ICCPR,
 consistent practice by the HRC demonstrates that a state must comply with the Covenant wherever it factually exercises powers that affect the enjoyment of the rights enshrined in the ICCPR.
 Thus, even if that provision were to be taken as excluding the obligation to ‘legislate’ for other countries or for their population,
 this cannot form a justification to engage extraterritorially in outright human rights violations such as arbitrary detention, torture, or other cruel, inhuman, or degrading treatment.

Some human rights treaties include a reference to ‘jurisdiction’ when addressing the relationship between an individual as the beneficiary of a human right, and a state as the corresponding duty-bearer.
 This concept relates to the degree of control or responsibility the state has over the circumstances that affect the enjoyment of human rights by the individual in question.
 There may be differences of opinion, even disputes or confusion, as to what level of control is required in order to bring a person within the ‘jurisdiction’ of a state in the meaning of those human rights treaties that use the term jurisdiction, and whether the same approach should be extended to human rights treaties that do not even mention that term. Some authors may emphasize that jurisdiction is primarily territorial in nature and that a state must be in effective control of a territory in order to be held accountable for human rights violations within it. Others may apply a less demanding test for ‘jurisdiction’, focusing on the actual control a state has over the contextual circumstances that affect the position of the individual and result in a violation of his or her rights.

In its General Comment No. 31, the Human Rights Committee encapsulated its consistent practice of holding states accountable for human rights violations committed abroad in the phrase: 'States Parties are required by article 2, paragraph 1, to respect and to ensure the Covenant rights to all persons who may be within their territory and to all persons subject to their jurisdiction.'
 This position, which represents a dynamic interpretation of the treaty provision, raises the question of the interpretive authority of independent expert bodies established by human rights treaties. The issue is whether the practice by a human rights court or other monitoring body established by the treaty for the purpose of interpreting its provisions constitutes 'subsequent practice' in the meaning of the VCLT.
 When no states have explicitly objected to an interpretation arrived at by a human rights court or treaty body, this practice, which usually reflects the active practice of at least some states, is through acquiescence by other states transformed into “subsequent practice in the application of the treaty which establishes the agreement of the parties regarding its interpretation” (VCLT article 31 (3) (b)).

Independently of this issue of treaty interpretation, the argument that human rights obligations are territorial in nature has no bearing on human rights treaties that lack a clause referring to territory or jurisdiction, and even more importantly, on customary international law norms. There is no basis for a contention that customary norms of human rights law would not be binding upon a state when it operates through its agents outside its own territory.

3.8 Reservations to treaties

Reservations only apply to treaty law, and only as a technique to limit a state’s obligations before being already bound by a treaty. The Vienna Convention on the Law of Treaties (VCLT) defines a reservation as a unilateral statement, however phrased or named, made by a state, when signing, ratifying, accepting, approving or acceding to a treaty, whereby it purports to exclude or to modify the legal effect of certain provisions of the treaty in their application to that state.
 Article 19 of the VCLT spells out the main rule of the permissibility of reservations, under a set of conditions:

A State may, when signing, ratifying, accepting, approving or acceding to a treaty, formulate a reservation unless: 

(a) the reservation is prohibited by the treaty; 

(b) the treaty provides that only specified reservations, which do not include the reservation in question, may be made; or 

(c) in cases not failing under subparagraphs (a) and (b), the reservation is incompatible with the object and purpose of the treaty. 

Under the VCLT rules reservations cannot be entered after already becoming a party to the treaty.
 However, in international law there is an ongoing discussion of so-called late reservations, i.e. the possibility of a state that already is a party to the treaty to modify its commitment afterwards.
 Technically, such late reservations do not fall under the definition of reservations in Article 2 of VCLT, and do not meet the conditions of Article 19. Those authors who for pragmatic reasons have defended the permissibility of an institution of late reservations, emphasize that they could only be allowed with the consent of all other parties to the treaty. Hence, a late reservation could not be unilateral in nature and could be blocked by a single objection. Due to their controversial nature and their not being genuinely unilateral, late reservations are not discussed further in this paper. Nevertheless, it needs to be mentioned that no state has sought to enter a late reservation to any human rights treaty with reference to terrorism.

The VCLT rules that allow for timely unilateral reservations to multilateral treaties under the conditions of Article 19, aim at facilitating widespread participation in treaties. In the case of human rights treaties this, however, may be achieved at the expense of the integrity of treaties. For example when the United States ratified the ICCPR in 1992, it filed five reservations (including on articles 6 and 7), five understandings and three declarations.

As reflected in VCLT Article 19, international law prohibits reservations that are contrary to the object and purpose of a treaty.
 Some human rights treaties prohibit all reservations,
 while some others further limit the scope of permissible reservations.
 Human Rights Committee General Comment No. 24 includes two fundamental elements of a human rights approach to reservations that are at least seemingly in tension with the VCLT rules: (a) The HRC considers that the Committee itself, and not only the states parties to the ICCPR, has the competence to address the permissibility of reservations made under the treaty in question.
 (b) The usual (but not automatic) consequence of an impermissible reservation will be its severability, i.e., the possibility of considering a state as a party to the ICCPR without the benefit of its impermissible reservation.
 This latter element is absent from the text of the Vienna Convention on the Law of Treaties.
 As to the former element, the VCLT regime is based on objections by other states in respect of reservations but is silent as to the consequences of impermissible reservations. 
Somewhat surprisingly, no reservations have been entered to human rights treaties with reference to terrorism.
 This covers not only the ICCPR and the Convention against Torture (CAT), but also other UN human rights treaties, as well as the main regional human rights treaties, namely the European Convention on Human Rights (ECHR), the Inter-American Convention on Human Rights (IACHR) and the African Charter on Human and Peoples' Rights (AfrCHPR). 
However, against the background of the Chahal ruling by the European Court of Human Rights, British Prime Minister Tony Blair
 suggested in 2003 that the UK might denounce the Convention and then re-accede to it with a new reservation (presumably to Article 3).
 Such a denunciation strategy could be deemed as incompatible with the object and purpose of the ECHR and the new reservation therefore held impermissible under VCLT Article 19.

Some of the existing reservations under human rights treaties may be applicable and relevant in respect of counter-terrorism measures, albeit not originally formulated with reference to terrorism. A rough estimate of the potential scope of reservations to human rights treaties in the counter-terrorism context could be made on the basis of analytical charts compiled in 2002 by Francoise Hampson in a study for the United Nations.
 On the basis of updated UN and other electronic databases referred to earlier, the number of states that had reservations under the ICCPR in February 2010 was:

· 4 states under article 9 (liberty)

· 7 states under article 12 (movement)

· 27 states under article 14 (fair trial)

· 1 state under article 17 (privacy)

· 10 states under article 19 (freedom of expression)

· 6 states under article 21 (freedom of assembly)

· 9 states under article 22 (freedom of association)

Judging by the text of these reservations, only a handful would appear to have any relevance for counter-terrorism measures. On the basis of the authors' assessment, it appears that only in respect of the right to a fair trial (ICCPR article 14) may reservations in practice have a real function as a legitimate form of unilateral exceptions to human rights when countering terrorism. The clearest cases would be reservations by Bangladesh and Venezuela that seek to allow for trials in absentia, a reservation by Malta that leaves room for a reversal of the burden of proof in some criminal cases, and a reservation by Denmark stating that the obligation to provide for a right of appeal under ICCPR article 14 (5) is not binding upon the country. Some other states, such as France, Monaco, the Netherlands and Trinidad & Tobago have more narrowly crafted reservations under the last-mentioned provision. Notably, no reservations to the right to liberty (article 9), freedom of movement (article 12), the right to privacy (article 17) or freedom of expression (article 19) have been formulated in a way that would clearly have a bearing upon counter-terrorism powers.

Under regional human rights treaties, reservations that come closest to addressing counter-terrorism measures are Venezuela's reservation under the IACHR and Malta's reservation under the ECHR, both corresponding to their reservations under the ICCPR. Hence, an assessment under regional human rights treaties confirms the conclusion that if reservations are at all used to justify counter-terrorism measures, that would be quite exceptional and relate  to certain dimensions of fair trial. 

3.9 Persistent objection to custom

Persistent objection is a technique through which a state dissociates itself from an emerging norm of customary international law.
 By systematically opposing the adoption of declarations or resolutions or other texts that signal a normative commitment and would support the emergence or existence of a binding legal norm with certain substantive content, a state seeks to avoid becoming bound by the customary norm that otherwise can be inferred from the combination of wide-spread state practice and opinio juris, the expressed intention of states to take on board a normative obligation. A persistent objector cannot, however, evade being bound by norms of jus cogens nature.
 In issues directly or indirectly related to the fight against terrorism, it would primarily be Israel and the United States that potentially could argue that their unilateral exceptions to human rights treaties are accompanied by persistent objection to the emergence of corresponding norms of customary international law.
 Such claims are however weakened by the burden of argumentation that must be required from the objector, 
 and the overlap of objections by Israel and the USA with norms of jus cogens status that in any case are not subject to legitimate objection. Hence, the notion of persistent objector to customary norms of international law appears to have lost its relevance.

3.10 Derogation during times of emergency

3.10.1 Derogation in the proper sense under certain human rights treaties

Derogation is perhaps the most far-reaching of the permissible techniques for unilateral modification of a state’s human rights obligations.
 It is available under certain human rights treaties and only when certain very specific circumstances make it impossible for a state to comply with all of its treaty obligations.
 In short, there has to exist an emergency which must threaten the life of the nation,
 and a state of emergency must be officially proclaimed.
 Consequently, a state may officially proclaim a state of emergency and introduce measures that derogate from certain human rights.
 Even then, the principles of necessity and proportionality impose on the state an obligation to keep the derogation from its human rights obligations to a minimum, and the obligation of notification requires that the state specifies in what respects it seeks to derogate from the treaty in question. Any derogations must remain within the exigencies of the situation.

There are derogation clauses in the ICCPR (article 4), the ECHR (article 15) and the IACHR (article 27). The AfrCHPR does not contain a derogation clause, and neither does the CAT. Non-discrimination treaties, treaties on the human rights of a specific category of persons, or treaties on economic and social rights normally do not include a derogation clause.
 The Convention on the Rights of Persons with Disabilities includes a special clause on the obligation to comply with the convention also during emergencies.
 Under those human rights treaties that do not contain a derogations clause, such as the African Convention for Human and People’s Rights
, states must even in times of emergency keep themselves within the framework of limitations permissible under the treaty. 

The existence of an emergency which threatens the life of the nation has been labelled the “primary criterion for validation of derogations,”
 although there currently still does not exist a clear-cut definition which encapsulates all possible situations which might fall under this banner.
 Major terrorist attacks, or another situation in which a terrorist organization manages to destabilize public order in a country, may for a limited time constitute a threat to ‘the life of the nation’ in the meaning of the derogation clauses contained in many human rights treaties.
 For instance, declaring a curfew for a city, introducing checkpoints on major roads, restrictions on mass demonstrations, closer inspection of postal packages, and even restrictions to the right to liberty, 
 may, within the exigencies of the situation, constitute lawful derogations in respect of the normal scope of freedom of movement, the right to peaceful assembly, and the right to privacy as guaranteed by the International Covenant on Civil and Political Rights (ICCPR). Any of these measures, however, must be demonstrated to be necessary and proportionate in the concrete circumstances and hence within the exigencies of the situation. 
As early as in 1981, Hartman observed that treaty organs "have failed to formulate a precise and consistent standard of review of derogation claims".
 Most recently, the European Court of Human Rights has stated that while its assessment of the necessity and proportionality of a derogation measure was primarily based on “those facts which were known at the time of the derogation”, it was not precluded from having regard to information which subsequently came to light to assess the derogation.
 While this pronouncement might be understandable in respect of the factual elements of the A and Others case,
 this statement could give certain states an excuse to justify a prolonged state of emergency – which would give an appearance of normalcy to an extraordinary measure. This cannot be the purpose of an emergency measure, which must be temporary by definition, the aim being exactly the restoration of normalcy, including the full protection of human rights. In respect of the risk that in a post-9/11 world terrorism becomes the justification for a permanent state of emergency, Mokhtar notes: “one of the most common reasons for a prolonged state of emergency is terrorism. Terrorism, however, has become a characteristic of modern society, and countries such as the UK and Turkey should cope with this through normal legislation.”
 Or, in other words, “If the emergency develops in stages of varying intensity, the measures during each phase should likewise vary.”
 

The Human Rights Committee’s view on derogations, codified into its General Comment No. 29, is clear and robust, emphasizing that measures derogating from the provisions of the ICCPR must be of “an exceptional and temporary nature”. In contrast, the European Court of Human Rights has never explicitly incorporated the requirement that the emergency be temporary, “although the question of the proportionality of the response may be linked to the duration of the emergency”.
 In its General Comment No. 29 on states of emergency, the Human Rights Committee also explained that the power of a state to derogate from some provisions of the ICCPR does not entail a power to suspend completely the application of these provisions. Hence, derogations should be seen as a particular form of restrictions upon human rights rather than as their temporary circumvention.
In actual state practice, derogations from human rights treaties with the explicit or implicit justification of terrorism amounting to a threat to the life of the nation have appeared. While the number of states that at any given time have derogated from the ICCPR (or from the ECHR or the IACHR) with a reference to terrorism would be low, some of the declarations of emergency have been in effect for very long periods of time. However, in most cases declarations of a state of emergency with a reference to terrorism were either originally declared for a short period of time, or were officially withdrawn.
Over the almost 35 years since the entry into force of the ICCPR in 1976, fewer than ten states have introduced a state of emergency with explicit reference to acts of or the threat of terrorism.
 In some other cases the declaration of emergency is related to what the state perceives of as terrorism, although the word is not used in the official notification to the United Nations.
 Officially, two states are currently derogating from the ICCPR for reasons that relate to terrorism. Israel maintains a state of emergency since May 1948, and in October 1991 it filed a notification that it derogates from article 9 ICCPR. 
 After Nepal was subject to “terrorist attacks perpetrated by the Maoists in various districts, killing several security and civilian personnel and attacking the government installations”, it declared a state of emergency on 26 November 2001 and has not filed a notification of withdrawing its derogations.
The United Kingdom derogated for eight years (1976-1984) from ICCPR articles 9, 10 (2), 10 (3), 12 (1), 14, 17, 19 (2), 21 and 22 with reference to “campaigns of organised terrorism related to Northern Irish affairs which have manifested themselves in activities which have included murder, attempted murder, maiming, intimidation and violent civil disturbances and in bombing and fire-raising which have resulted in death, injury and widespread destruction of property.” In 1988-2001, the UK again derogated from article 9 with reference to "terrorism connected with the affairs of Northern Ireland". After 9/11, from 18 December 2001 until 14 March 2005 the UK again derogated from ICCPR article 9, this time with reference to international terrorism. During the same period of time it was the only European state to derogate from article 5 ECHR. Notably, the UK is the only country in the world that has resorted to formal derogation from human rights treaties to make room for its unilateral exceptions to human rights treaties because of the threat of international terrorism. In contrast, the United States has resorted to a number of other arguments or constructions but not the formal mechanism of derogation. 

The vagueness of the state of emergency concept results in potential dangers for humanr rights, partly because of the wide margin of appreciation the European Court of Human Rights is de facto granting to states in determining whether a situation amounts to an emergency.
 These dangers have been countered by treaty organs through scrutinizing more the necessity and proportionality requirements a derogation is subject to. Such a proportionality analysis is in any case “a more disciplined and demanding process than open-ended balancing of rights and security" because it addresses whether deviations from human rights will actually increase security and whether less drastic measures can be used to prevent terrorism.

Both the ECHR and the ICCPR require derogation measures not to be inconsistent with the state's other obligations under international law, such as the norms of international humanitarian law, applicable during armed conflict. In general this consistency requirement enhances the protection of the individual’s rights during states of emergency,
 and makes clear that the power to derogate does not extend to customary human rights law, still less norms of jus cogens. Importantly, the principle of consistency is an important tool in identifying and protecting the non-derogable aspects of derogable human rights.

Non-derogable rights are sometimes referred to as absolute human rights, although the same notion can also be used also of human rights that allow for no limitations. The scope of the two meanings of the term ‘absolute rights’ is not identical, since, for instance, the prohibition against torture is non-derogable and allows for no limitations,
 while the freedom of thought, conscience and religion leaves room for limitations in the field of manifestations of the right but nevertheless is non-derogable in times of emergency,
 whereas the requirement of free and full consent for marriage by both intending spouses allows for no limitations but has not been listed as a non-derogable right.
  Also rights that are subject to the possibility of derogation, may contain dimensions that are non-derogable, for instance because of their overlap with jus cogens norms or treaty norms that permit no derogation.

3.10.2 Extension ex analogia to certain persons (terrorists)

Although derogation from certain human rights treaties is a permissible method under international law for the introduction of unilateral exceptions to human rights, those exceptions are not without limits and controls. Therefore, it is important to dismiss any suggestion that the institution of derogation would support the existence of some sort of a necessity regime in international law, so that an extreme situation could be used as justification for clearly unlawful methods. The first dimension of such unacceptable use of the institution of derogation as a rhetorical tool to legitimize unlawful measures by way of analogy is the declaration of terrorists as enemies of humankind (hostis humani generis), against whom even unlawful methods could be used. International law provides for a framework for lawful measures against real or suspected terrorists, and bypassing that framework amounts to a breach of international law.

A paradigmatic example of the relevance of international law in controlling the use of the argument of hostis humani generis is so-called targeted killings. Some states - notably Israel and the United States - believe that they can justify the use of lethal force against terrorists, wherever in the world they are and whatever they might be doing at the moment when they are attacked. As has been convincingly demonstrated in a study by the International Committee of the Red Cross, international humanitarian law provides many layers of restrictions for the use of lethal force during an armed conflict but outside the framework of a battle between two or more organized armed forces.
 And when there is no ongoing armed conflict, human rights law characterizes as arbitrary deprivation of life any killing by agents of the state that does not strictly comply with the framework of rules that govern the use of firearms in law enforcement, including the requirement that it can only be a measure of last resort.
 

3.10.3 Necessity defence transformed into a policy

A second error in the extension by way of analogy of the legitimate institution of derogation to justify anything in the name of necessity is the broad use of the so-called necessity defence in criminal law. In many countries, it may constitute a legitimate defence for a person accused of a crime that the act corresponding to the definition of a particular crime was committed out of necessity, as the person had no lawful option available. The necessity defence can result in a person going unpunished or receiving mitigated punishment, although the act as such remains unlawful. 
The necessity defence does not transform an unlawful act into a lawful one. Neither can its application be extended from an individual accused to the defence of a state. On the contrary, if the laws of the state permit an individual perpetrator to go unpunished, this may result in the state having a positive obligation to remedy the harm suffered by the original victim of the unlawful act.

In the international discussion of terrorism, the necessity defence has sometimes been referred to in an effort to justify resorting to measures that otherwise would clearly be prohibited, such as torturing a terrorism suspect in a 'ticking bomb' situation.
 The prohibition against torture, however, is an absolute and non-derogable norm in human rights treaties and a peremptory (jus cogens) norm of customary international law. Hence, no situation of emergency or 'necessity' can provide a legal justification for a state allowing or condoning even a single act of torture. Therefore, the Human Rights Committee pointed out in its concluding observations on the third periodic report by Israel under the ICCPR that there was no defence under article 7 of the Covenant to conduct amounting to torture or cruel, inhuman or degrading treatment, equally prohibited in non-derogable terms by article 7.
 This statement was issued in response to a 1999 decision by the Supreme Court of Israel where the court accepted that the necessity defence could arise in instances of a 'ticking bomb', and that the imminence criteria of the defence could be satisfied even if the 'bomb' was set to explode in a few days, or even in a few weeks, provided the act was certain to materialize and that there were no alternative means of preventing it.
 
In a report on a 2007 mission to Israel the Special Rapporteur on human rights and counter-terrorism supported the assessment by the Human Rights Committee and expressed concern that the use of so-called moderate physical pressure as part of interrogation methods applied by the Israeli Security Agency in a situation characterized by itself as a 'ticking bomb' situation had been elevated into an institutional policy under which persons were not even prosecuted so that their individual necessity defence could be heard and addressed by a court.

3.11 Overly broad use of limitations or restrictions

Since 9/11 it has been argued that the scale and nature of the harms of international terrorism justifies a revaluation of civil liberties and security; and that process is best understood in terms of “striking a new balance between liberty and security”.
 This argument explicitly or implicitly agrees with the statement that “respecting civil liberties has often real costs in the form of reduced security”.
 Others, including former United Nations Secretary General Kofi Annan, and the European Parliament, disagree and emphasize the positive relationship between human rights and security. 
 In a resolution the European Parliament stressed that the EU is “rooted in the principle of freedom”, pointing out that “in support of that freedom, security must be pursued in accordance with the rule of law and subject to fundamental rights obligations”. It concluded that “the balance between security and freedom must be seen from this perspective.”
 Notably, also President Barack Obama distanced himself from the 'new balance' school in his January 2010 State of the Union address: "Let's reject the false choice between protecting our people and upholding our values." 

One of the first victims of a balancing approach, as advocated for instance by Etzioni,
 is the right to privacy. Gross has shown how several states have engaged in "hasty and far-reaching legislative changes" on the ground that “their checks and balances formulae had been mistaken and had given excessive weight to the individual’s privacy”.
 In his 2010 report to the Human Rights Council, the Special Rapporteur on human rights and counter-terrorism has addressed the challenge of 'balancing' and the resulting risk of the erosion of the right to privacy.
 Privacy has not been elevated to the status of a non-derogable right and can legitimately be subject to permissible limitations. The question, therefore, is whether the right to privacy in particular or human rights in general is just one factor in the process of weighing and balancing, or whether human rights law should provide the framework for balancing, by way of applying the test of permissible limitations and the requirement of proportionality in that process.
3.11.1 Efforts to extend balancing to absolute or non-derogable rights

A specific mistake in the use of the balancing metaphor as a justification for states departing from their human rights obligations in the name of security relates to the extension of 'balancing' to those human rights that do not allow for restrictions, or that are non-derogable even in times of emergency. Some human rights, such as the prohibition against torture or other inhuman treatment and many other non-derogable rights, have been formulated as prohibitions and do not include a limitation clause. They do not leave room for any ‘balancing’ within their scope of application but call the interpreter to concentrate on defining that scope. Furthermore, even human rights that as such are subject to permissible limitations should be understood to include one or more essential elements that crystallize a broader principle into a rule -- or an essential core -- that allows no limitations or ‘balancing’. The identification of such essential elements and the exact definition of their scope of application is always a matter of interpretation. However, the need for interpretation should not blur the conclusion that the essence of any human right bears the characteristics of a rule and therefore is not subject to any further balancing. The essential content of any human right must always be respected within its scope of application.

3.11.2 Proper limitations test as the answer

Limitations to human rights are a part of the everyday life of any human society. Most human rights are not absolute, in the sense that they permit restrictions or limitations that serve a legitimate aim, are prescribed by the law in a precise and foreseeable manner, and are both necessary and proportionate in nature. Permissible limitations may apply in respect of both treaty and customary norms of human rights law. The Universal Declaration of Human Rights includes a clause expressing the permissibility of, and even the need for, some limitations upon human rights.
 Many human rights treaties contain detailed clauses that, for instance, provide for exhaustive lists of what aims are regarded as legitimate for the purpose of restricting a particular right.
 Some human rights treaties are vaguer in their formulations of the conditions for permissible limitations.
 The permissibility of limitations to human rights is one of the most important, and one of the most disputed, issues of interpretation within human rights law. In order to comply in good faith with its human rights obligations, a state must see to it that any limitation upon a human rights must remain the exception and must respect the main rule that is enshrined in the treaty or customary law norm that protects the right in question.

In the above-mentioned report to the Human Rights Council by the Special Rapporteur on human rights and counter-terrorism, an effort is made to demonstrate that even the right to privacy can, and should, be subject to an analytically rigorous limitations test. Restrictions are permissible within human rights law itself, and they must give due attention to the legitimate interest of public security in the fight against terrorism. Nevertheless, any measure restricting the right to privacy should be assessed for its permissibility, through a step-by-step process consisting of, inter alia, the following conditions:

(a) The essence of a human right is not subject to restrictions.  

(b) Any restrictions must be provided by the law. 

(c) Restrictions must be necessary in a democratic society.  

(d) Any discretion exercised when implementing the restrictions must not be unfettered. The deeper the intrusion, the stronger is the need for judicial review. 

(e) For a restriction to be permissible, it is not enough that it serves one of the enumerated legitimate aims; it must be necessary for reaching the legitimate aim.  

(f) Restrictive measures must conform to the principle of proportionality; they must be appropriate to achieve their protective function; they must be the least intrusive instrument amongst those which might achieve the desired result; and they must be proportionate to the interest to be protected.

(g) Any restrictions must be consistent with other human rights.

3.12 Withdrawal from human rights treaties 

At least in the political discourse, one more option is often referred to when a state feel constrained by their human rights obligations in their fight against terrorism and wish to take unilateral measures to become exempt from them: withdrawal from human rights treaties.
 At the outset, it needs to be emphasized that even this drastic measure produces limited results in terms of substantive legal obligations, due to the high degree of overlap between human rights treaties and norms of customary international law. Furthermore, many of the human rights norms that a state may experience as uncomfortable constraints, may be of jus cogens nature and hence peremptory for all states, irrespective of whether they are parties to human rights treaties or seek to object to norms of customary law. For instance, this would be the case for the prohibition against torture, including its dimension of non-refoulement, i.e. the prohibition against sending a person to another country under a foreseeable real risk of torture there.

That said, many human rights treaties are subject to unilateral withdrawal as a matter of treaty law. Regional human rights treaties, such as the ECHR and the IACHR
 contain explicit withdrawal clauses allowing for denunciation and regulating the consequences of such withdrawal. The same is true for some (but not all) of the specialized United Nations human rights treaties.
 The effect of a state's unilateral withdrawal from a human rights treaty that allows for it, would be (a) the termination of those substantive human rights obligations that do not have a corresponding counterpart as a norm of customary international law or as a norm of a treaty not subject to withdrawal, and (b) the termination of the operation of any monitoring mechanisms under the treaty in question, often after a certain transition phase.

There is no general rule in public international law that would make treaties subject to unilateral withdrawal. According to VCLT article 56, a treaty which contains no provision regarding its termination and which does not provide for withdrawal is not subject to denunciation or withdrawal unless: 

(a) it is established that the parties intended to admit the possibility of denunciation or withdrawal; or 

(b) a right of denunciation or withdrawal may be implied by the nature of the treaty. 

In addition, VCLT article 54 provides for the possibility of withdrawal if all other states party to the treaty consent to it. This rule may not be applicable for human rights treaties that have third-party beneficiaries instead of merely regulating the rights and duties of states toward one another. Irrespective of this issue, withdrawal from a human rights treaty with the consent of all other parties can be bypassed here, as it would not genuinely qualify as a state's unilateral exception from its human rights obligations.

Some human rights treaties, and notably the two Covenants of 1966, are not subject to unilateral withdrawal by a state. This was confirmed in 1997 when North Korea sought to denounce the ICCPR. Applying the principles reflected in VCLT article 56, the Human Rights Committee issued its General Comment No. 26 in which it emphasized that the Covenants of 1966 did not include a withdrawal clause and that for their nature they were meant to codify in treaty form the Universal Declaration of Human Rights and hence were not of a temporary nature.
 The conclusion that the ICCPR is not subject to unilateral withdrawal was supported by the international community,
 and even North Korea accepted that it remained a party.

The fact that the Covenants of 1966 are not subject to unilateral withdrawal means that the procedural obligation of submitting periodic reports on the implementation of these treaties is not subject to withdrawal, either. Therefore, a state that is a party to these treaties or other human rights treaties that do not allow for withdrawal will remain subject to the monitoring by the expert bodies entrusted with that function. However, it is notable -- and from the perspective of effective international monitoring unfortunate -- that all existing mechanisms of individual complaint under existing human rights treaties are subject to unilateral termination by states. This is either because the treaty is subject to denunciation (as the ECHR) or because its complaints procedure is optional in nature (as under the ICCPR)
 and therefore subject to separate termination, even if the substantive treaty obligations are not subject to unilateral withdrawal. There are safeguards against the drastic consequences of such a termination of the right of complaint -- such as a transition phase during which new complaints can still be submitted -- but much of the effective international monitoring of treaty compliance is, however, lost with the possibility of unilateral termination of complaint procedures.

3.13 The need for a holistic approach

This paper has taken stock of a range of arguments, doctrines or constructions that states may resort to when seeking to justify their unilateral exceptions to human rights norms in the fight against terrorism. Many of those constructions have a valid legal basis and a proper scope of application. However, they also have their limitations, to the effect that often they affect only a specific treaty, or the availability of a procedure, but do not affect the substantive obligations of the state in question under international law. In many cases this results from the overlap of treaty law and customary norms of international law. Some of the constructions are open to abuse, i.e. bad faith efforts to distort international law to the detriment of human rights.

Because of the complexity of the combined effect of the various excuses and exceptions, there is a need for a holistic approach that seeks to address the combined effect of the various constructions of unilateral exception. Their effect needs to be addressed together in such combinations that are invoked by a particular state, and separately in respect of substantive human rights norms that do, or do not, overlap with categories such as international humanitarian law, customary norms of international law and jus cogens. For purposes of illustration, some of the resulting situations are demonstrated below in Figure 2.
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Figure 2. Unilateral exceptions to international law in the name of fighting against terrorism need to be addressed differently depending on what qualities the norm in question possesses in Figure 1. By way of example, it may be permissible to enter a reservation in respect of, or to derogate from, a human rights treaty norm that does not at the same time qualify as a norm of customary international law (diamond). However, no exceptions are permissible in respect of jus cogens norms, irrespective of whether they are expressed in a human rights treaty (pentagon), or also fall under humanitarian law treaties (triangle). Again, separate assessment must be made in respect of unilateral exceptions to such norms of customary law that for the state in question have no treaty basis (oval).

4. Conclusions

Governments may resort to a wide range of constructions to justify, under international law, their unilateral exceptions to human rights in the name of countering terrorism. None of the constructions discussed affects a state's obligations under peremptory norms of international law (jus cogens). 

Outside the realm of peremptory norms, some of the constructions discussed have an impact upon both treaty law and customary law, hence affecting the substantive human rights obligations of a state. This would be the case for the following three constructions:

· The lex specialis effect of international humanitarian law during armed conflict and properly construed as an interpretive effect upon the scope or content of a particular human right (3.3)

· Permissible limitations on human rights, again properly construed, i.e. through a rigorous limitations test, rather than an all-encompassing act of 'balancing' (3.11)

· Proper division of responsibility between individual states and an international organization, with acknowledgement that there also exist situations where the state remains responsible for internationally wrongful acts despite the parallel responsibility of an international organization (3.6)

There is a single construction that merely affects customary law and only outside the realm of peremptory norms:

· Some states may claim the status of a persistent objector (3.9) to escape the binding force of customary norms of human rights law in issues where they are not a party to a treaty that includes the corresponding norm. It is dubious whether there is a single issue where this excuse is legitimately applicable in the context of countering terrorism.
All other constructions discussed in this paper pertain merely to human rights treaties and do not affect the state's obligations under customary international law. As there is a high degree of substantive overlap between human rights treaties and customary norms of international law, resorting to these excuses usually only has procedural consequences. It does not affect the substantive obligations of the state under international law, but precludes the competence of an international (or regional) human rights court or treaty body to address the breach of international law through its regular monitoring mechanisms. However, there may also be situations where the scope of a customary norm of human rights law is more limited than the scope of the corresponding treaty norm, and an exception from the treaty norm will therefore result in narrowing down the substantive scope of the right to its customary law 'core'.

In the order of their practical relevance in the counter-terrorism context, these constructions of unilateral execptions to human rights treaty obligations are:

· Although only few states have resorted to formal derogation from those human rights treaties that include a derogation clause (3.10), allowing for temporary exceptions to some but not all of the treaty provisions, there is some state practice of declaring a state of emergency because of acts of or a threat of terrorism. When applied under the fairly strict requirements for derogation enshrined in the treaties in question and when subject to international monitoring through the procedures available under the treaties in question, derogation is a permissible and even recommended mechanism for reacting to situations of a genuine threat to the life of the nation.  

· At least in respect to the European Convention on Human Rights there is some justification for the contention that a state is not subject to exactly the same obligations when it is, through its agents, acting outside its own territory, i.e. extraterritorially (3.7). However, caution is required when resorting to this excuse, as other human rights treaties and customary norms of human rights law may remain applicable, and as even the position of the European Court of Human Rights appears to be shifting (or inconsistent).

· At least in the issue of sanctions against persons associated with Al-Qaida or Taliban, where the 1267 Sanctions Committee of the United Nations Security Council maintains a terrorist list, states may escape their human rights treaty obligations, for instance concerning the right to a fair trial, with reference to the primacy of the United Nations Charter over other treaty obligations (3.5). However, they retain an obligation primarily to reconcile their Charter obligations and human rights treaty obligations, and this may require providing due process rights on the domestic level for persons listed by the Security Council, as long as the listing and delisting procedures of the United Nations do not meet the requirements of due process.

· Human rights treaties allow for reservations as a form of unilateral exceptions by a state (3.8), provided that reservations are allowed under the treaty in question and the reservation is not contrary to the object and purpose of the treaty. As reservations must be formulated upon signature or ratification, states have not anticipated the specific threat of international terrorism when becoming parties to human rights treaties. There are no reservations that explicitly refer to terrorism. Some of the existing reservations, including in respect of the right to a fair trial, may have a bearing upon the treatment of terrorism suspects. Generally, however, the relevance of reservations as a legitimate form of unilateral exceptions from human rights treaties for the purpose of combating terrorism has in practice remained low.

· Some, primarily regional, human rights treaties would allow for a state's unilateral withdrawal from the treaty (3.12). The same applies for the individual complaints procedure under the ICCPR (but not for the ICCPR itself) and for some of the more specialized United Nations human rights treaties. In practice, states have not resorted to withdrawal from human rights treaties as a response to terrorism. 

Finally, there is no justification whatsoever, neither under treaty law nor customary law, for one of the excuses:

· Efforts to exclude suspected terrorists, after they have been captured and disarmed, from all categories of protected persons (such as civilians, wounded and sick, or prisoners of war) under international humanitarian law (3.4)
5. Next Steps

This study is the first paper in a series of three deliverables under Detecter Work Package No. 4. The following paper will apply the legal analysis of doctrines that seek to deny or reduce the applicability of human rights norms in the fight against terrorism to those areas of competence and action where the EU bears direct responsibility for ensuring protection of human rights in the context of countering terrorism. Thereby, it will amount to a popularized version of the above analysis, geared towards EU law and policies, and towards EU level and national policy makers. Most attention will focus on how the cross-pillarization approach of the EU to counter-terrorism measures has resulted in a dilution of justifiable limitations to human rights, including by rendering less effective national mechanisms of democratic and judicial control. The paper will assess then whether the adoption of the Treaty of Lisbon results or has the potential to result in countering this dilution by inter alia providing for judicial review of EU bodies such as Europol and Eurojust.  
Finally, the third and last paper from WP4 will apply the analysis developed in this paper and the second deliverable, specifically in respect to detection technologies. It will address how the European Union has regulated those mechanisms which aim to facilitate the collection, exchange and analysis of personal data in the fight against terrorism. Under existing legal frameworks, qualifying an offence as ‘terrorist’ often justifies not only the use and access to such data, but also the use of special investigative techniques, including through detection technologies which may potentially result in major interference with a person’s private life.
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� See in general: Manners, I., 'European Union 'Normative Power ' and the Security Challenge, 15 European Security (2006) 405, Crawford, G., EU human rights and democracy promotion in Central Asia: From Lofty principles to Lowly self-interests, 9 Perspectives on European Politics and Society (2008) 172.
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� Thompson, M.R., Pacific Asia after 'Asian Values': Authoritarianism, Democracy, and 'Good Governance', 25 Third World Quarterly (2004), at 1086 (claiming that "in Pacific Asia, the U.S.-initiated 'war against terrorism' has been a windfall for authoritarians in the region." See in general, Gunaratna R. (ed), Terrorism in the Asia-Pacific: Threat and Response, Eastern Universities Press, 2003;  Entelis, J., The Democratic Imperative vs. the Authoritarian Impulse: The Maghrib State between Transition and Terrorism, 59 Middle East Journal  (2005), at 544-545 (on Algeria, Morocco and Tunisia).
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